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I  EXECUTIVE SUMMARY

Nearly all of us get unwanted robocalls. 
We’re annoyed by them. We’re afraid of 
them. We all likely know someone who’s 
been hurt by a scam call. 

Given that, we have this double-whammy: 
Four years after phone companies had to 
start squashing scam and telemarketing 
robocalls on their networks, we’re getting 
20% more of them, and fewer companies 
nationwide have installed the required 
technology to protect us than a year ago. 

At the same time, the amount of money 
we’re losing to scam calls is also on the rise, 
scam texts are getting worse and we face 
new threats from artificial intelligence that’s 
making scams easier and more believable. 

We certainly expected to be in better shape 
than this in 2025. But the number of phone 
companies that have implemented robocall-
fighting technology and procedures on their 
entire phone network has somehow actually 
dropped in the last year, a new analysis of 
the Federal Communications Commission’s 
database shows. 

By law, all phone companies that operate in 
the United States - no matter where they're 
based - must install caller ID authentication 
if they're able to or else ask for an extension. 
And regardless, all companies must file with
the FCC about whether they’ve completely
installed the technology, partially installed
the technology or have not done it at all.

The analysis by U.S. PIRG Education Fund 
found that of the 9,242 phone companies 
that filed with the FCC as of Sept. 28, 2025: 

● 4,084 have completely installed the
required robocall-fighting software.
That’s down from 4,365 last year.

● 1,696 have installed it on part of
their network.

● 2,909 have not installed it. That’s up
from 2,567 last year.

● For 553 companies, their status was
stated as not available.

Bottom line: This means that only 44% of 
phone companies have completely installed 
the mandated software and adopted anti-
robocall policies, down from 47% in 2024. 
Congress passed this law in 2019 by a 514 
to 4 vote. Compliance isn’t controversial. 
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https://docs.google.com/spreadsheets/d/1tFbuemufedwnc_Bk2DrCzs6Fy3c_H0oO6gdA-guru3Q/edit?usp=sharing
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Why is this technology important? 
● It allows a phone company to

authenticate that a call it’s
originating is actually coming from
the number it’s displaying. Is it super
confident, somewhat confident or not
confident?

● In a fraction of a second, the
technology allows the originating
phone company to sign off on its
level of confidence.

● That digital signature follows the call
all along its journey, whether it’s
across the street or across the world.

● Most calls travel on multiple phone
lines from origin to destination, and
phone companies along the way can
validate the caller ID’s authenticity.

● This allows the receiving phone
company to verify the number’s
legitimacy, or not, and decide
whether to block the call or label it
as spam before it rings.

If you’re wondering how the number of 
compliant phone companies has dropped, we 
can think of two possible explanations: 

● Some companies that had installed
the technology network-wide merged
with or started doing business with a
company that wasn’t completely
compliant, or installed new
equipment that isn’t compliant.

● The information from some
companies wasn’t accurate last year.

The first scenario seems possible in certain 
cases. But with some companies – including 
two of the largest voice providers – the 
companies’ status switched from “complete 
implementation” in 2024 to “no 
implementation” now. 

The huge shift could be related to the FCC’s 
new $10,000 penalty for any phone 

company that submits false or inaccurate 
data about its robocall mitigation efforts. 
The FCC approved the higher penalty on 
Jan. 3, 2025. 

Given that fewer companies are protecting 
us, it’s no wonder unwanted robocalls have 
increased significantly nationwide. The 
monthly average of scam and telemarketing 
calls increased from 2.14 billion a month in 
2024 to 2.56 billion a month through 
September, according to YouMail, one of the
largest robocall-blocking companies that the 
FCC itself cites. (About 57% of robocalls this 
year are scam or telemarketing calls.)

Billions of calls are a lot. When you drill 
down to individual people, 31% of 
American adults say they get at least one 
scam phone call a day, according to Pew 
Research Center. For an unlucky 21%, they 
get several scam calls a day. 

It’s not just that so many of these calls waste 
our time and push our patience. They’re 
often costly. The amount of money lost to 
scams that started with a phone call 
increased by 16% from the first half of 2024 
to the first half of 2025, according to the 
Federal Trade Commission (FTC). And 
among those who did lose money this year, 
the average loss is $3,690.

THE COST OF SCAMS 
Victims of scam calls lost an 
average of $3,690 in the first 

half of 2025.
Victims of scam texts lost an 
average of $1,452 in the first 

half of 2025.
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https://docs.fcc.gov/public/attachments/DOC-408709A1.pdf
https://docs.fcc.gov/public/attachments/DA-25-5A1.pdf
https://www.pewresearch.org/internet/2025/07/31/online-scams-and-attacks-in-america-today/
https://www.pewresearch.org/internet/2025/07/31/online-scams-and-attacks-in-america-today/
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudReports/FraudFacts


Regulators and law enforcement officials are 
taking new aim at the bad guys. Two months 
ago, on Aug. 25, the FCC essentially shut 
down 1,203 phone companies for non-
compliance by forbidding other phone 
companies from transmitting any calls 
through their lines. The companies were 
basically disconnected from the United 
States’ massive phone network. 

They were among 2,411 companies warned 
repeatedly starting in December 2024 to 
“cure their deficient filings” or else. 

The FCC shut down 185 other companies 
earlier in August for the same reason.   

Robocalls are a “frustration and threat” to 
consumers, the FCC said, adding that it will 
continue to go after violators responsible for 
“malicious and illegal” calls.  

At the same time, every single attorney 
general in the United States – all 51 of them 
– in August launched the bipartisan
Operation Robocall Roundup. One of its
first moves: Sending warning letters to 37
voice providers demanding that they stop
allowing illegal robocalls to go through their
networks.

The latest effort is part of the Anti-Robocall 
Litigation Task Force, led by North Carolina 
Attorney General Jeff Jackson, a Democrat, 
and Indiana Attorney General Todd Rokita 
and Ohio Attorney General Dave Yost, both 
Republicans. 

We have no reason to believe the ringing 
will stop anytime soon without stronger 
actions by regulators, lawmakers and phone 
companies. And the threats are increasing 
with the explosion of artificial intelligence 
that can fool us into thinking we’re talking 
to a close relative or lifelong friend in real 
time.  

Remember, one-third of us are getting at 
least one scam call a day. And two-thirds of 
us get at least one a week. We haven’t even 
talked yet about the scam texts, which are an 
even bigger problem.  

This report explores the latest trends and 
startling statistics that aren’t just numbers, 
but reflect real people suffering real 
consequences. 

We hope we can all find new ways and try a 
little harder to protect those around us. 
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Spam robocalls in 2025 edged past the average we received in 2019, before the robocalls law was passed.
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https://iapp.org/news/b/prosecutors-from-all-50-states-form-anti-robocall-task-force
https://iapp.org/news/b/prosecutors-from-all-50-states-form-anti-robocall-task-force
https://www.stateside.com/state-resource/attorneys-general
https://www.stateside.com/state-resource/attorneys-general
https://www.stateside.com/state-resource/attorneys-general


I  MAJOR COMPANIES: WHO’S COMPLYING, 

WHO’S NOT

All phone companies that transmit voices 
are expected to register with the FCC's 
Robocall Mitigation Database. Each 
company must attest whether it has 
implemented anti-robocall technology 
completely, partially or not at all.  

Option 1: Complete STIR/SHAKEN 
Implementation.  
"The filer certifies that all of the calls that it 
originates on its network are subject to a 
robocall mitigation program consistent with 
(the caller ID authentication law), which 
shall include reasonable steps to avoid 
originating illegal robocall traffic and shall 
include a commitment to respond fully and 
within 24 hours to all traceback requests 
from the Commission, law enforcement, and 
the industry traceback consortium, and to 
cooperate with such entities in investigating 
and stopping any illegal robocallers that use 
its service to originate calls." 

Option 2: Partial.  
"It has implemented the STIR/SHAKEN 
authentication framework on a portion of its 
network and all calls it originates on that 
portion of its network are compliant with 
(the caller ID authentication law)." 

Option 3: No.  
"It has not implemented the STIR/SHAKEN 
authentication framework on any portion of 
its network." 

We reviewed 33 major providers among the 
9,242 database listings as of Sept. 28, 2025. 
Eighteen say they’ve completed 
implementation; 12 say they’ve partially  

implemented the required technology; and 
three say they have not implemented it on 
any portion of their network. 

Four of these prominent companies changed 
their status from 2024 to 2025: 

● Spectrum VoIP, Inc. went from
“partial” to “complete.”

● Midco (the dba for Midcontinent
Communications) went from
“complete” to “partial.”

● Two went even futher backward,
from “complete” to “no
implementation.” Breezeline (the
dba for Cogeco US Finance, LLC)
and Vyve Broadband J, LLC. Each
said the company “lacks control over
the network infrastructure necessary
to implement STIR/SHAKEN.”

The other provider we reviewed that says it 
hasn’t implemented STIR/SHAKEN is 
X2nSat. It describes itself as “a small voice 
service provider (originating calls) via 
X2nSat owned and managed private satellite 
networks service enterprise customers 
mainly healthcare and utilities using North 
American Numbering Plan numbers … All 
calls originate from the U.S and stay within 
U.S.”

The chart with all of the details 
about each company follows on 
the next page.
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https://www.fcc.gov/robocall-mitigation-database
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ed3f0b6f1b0a3810dabd2f41f54bcb65&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=290e4e291b81741002beea82f54bcb68&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c811e1331b0d30509294113d9c4bcb44&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=5ee70b931bacfc10822320efe54bcbac&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=68b169101b3e7010680f657ae54bcb11&view=sp


Company Filing number
Corporate name/ 

DBAs/ 
Subsidiaries

Address Compliance level 
2024

Compliance level 
2025 States

Armstrong RMD0004039
Armstrong 

Telecommunicatio
ns, Inc.

One Armstrong 
Place

Butler, PA 16001

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Kentucky
Maryland
New York

Ohio
Pennsylvania
West Virginia

Astound 
Broadband 
Powered by 

Grande

RMD0004189

RCN Telecom 
Services (Lehigh) 

LLC/ Radiate 
Holdings, L.P.

650 College Road 
East

Princeton NJ 08540

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

About 10 inc CA, 
IL, IN, MA, MD, 
OR, NY, PA, TX, 

WA PLUS DC

AT&T Corp, Inc. RMD0022433 AT&T Enterprises,
LLC

601 New Jersey 
Ave, NW
Suite650

Washington DC 
20001

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Nationwide

AT&T Mobility/ New 
Cingular Wireless RMD0003903 AT&T Mobility 

Services LLC

601 New Jersey 
Ave, NW
Suite 650

Washington DC 
20001

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Nationwide

Boost / EchoStar / 
Dish / Hughes RMD0005582 DISH Wireless L.

L.C.

9601 S. Meridian 
Blvd.

Englewood CO 
80112

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Nationwide

Breezeline RMD0004841 Cogeco US 
Finance, LLC

3 Batterymarch 
Park

Suite 200
Quincy MA 02169

Complete 
STIR/SHAKEN 
Implementation

NO STIR/SHAKEN 
Implementation - 

Performing 
Robocall Mitigation

About 14, inc CT, 
DE, FL, ME, MD, 
MA, NH, NY, OH, 
PA, SC, VA and 

WVA

C Spire RMD0004199 Troy Cablevision,
Inc. dba C Spire

1006 S. Brundidge 
St  P. O. Box 1228, 

Troy AL 36081

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

About a half-dozen 
inc AL, FL, MS, TN

Comcast/Xfinity RMD0003552,
RMD0018386

Comcast IP 
Phone, LLC; 

Comcast OTR1, 
LLC

One Comcast 
Center

1701 JFK Blvd.
Philadelphia PA 

19103

Complete 
STIR/SHAKEN 
Implementation 
(Both Comcast 

Xfinity divisions say 
they've completed 

S/S 
implementation.)

Complete 
STIR/SHAKEN 
Implementation 
(Both Comcast 

Xfinity divisions say 
they've completed 

S/S 
implementation.)

About 40

Consolidated 
Communications RMD0004228

Consolidated 
Communications 

Enterprise 
Services, Inc.

4008 Gibsonia Rd
Attn: Regulatory

Gibsonia 
Pennsylvania 

15044

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

20-plus inc CA, FL,
IL, ME, MN, MO,
NH, PA, TX, VT

Cox 
Communications RMD0004566

Cox 
Communications, 

Inc

6305-B Peachtree 
Dunwoody Road
Atlanta GA 30328

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

19 inc AR, AZ, CA, 
CT, FL, KS, LA, 

OH, OK, RI and VA

Frontier 
Communications 

Parent, Inc.
RMD0003276

Frontier 
Communications 

Parent, Inc.

11 S Madison Ave
Cookeville TN 

38501

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

25 inc CA
FL 
IN
NC
NY
TX

Fusion RMD0019349 Fusion Connect, 
Inc.

210 Interstate 
North Parkway

Suite 200
Atlanta GA 30339

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Nationwide (lower 
48 states)

Geolinks RMD0004465 California Internet
LP

251 Camarillo 
Ranch Road

Camarillo CA 
93012

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Arizona
California
Nevada
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https://broadbandnow.com/Armstrong
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=f3f90eed1b41741002beea82f54bcb7f&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=f3f90eed1b41741002beea82f54bcb7f&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=f3f90eed1b41741002beea82f54bcb7f&view=sp
https://broadbandnow.com/Grande-Communications
https://broadbandnow.com/Grande-Communications
https://broadbandnow.com/Grande-Communications
https://broadbandnow.com/Grande-Communications
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7c593e6d1b8d74109294113d9c4bcbf6&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7c593e6d1b8d74109294113d9c4bcbf6&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7c593e6d1b8d74109294113d9c4bcbf6&view=sp
https://broadbandnow.com/ATT
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c336c02c1b00525084ab85d6624bcb0a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c336c02c1b00525084ab85d6624bcb0a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c336c02c1b00525084ab85d6624bcb0a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c336c02c1b00525084ab85d6624bcb0a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c336c02c1b00525084ab85d6624bcb0a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6ccf81211b8d34107ccf20ecac4bcb8a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6ccf81211b8d34107ccf20ecac4bcb8a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6ccf81211b8d34107ccf20ecac4bcb8a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6ccf81211b8d34107ccf20ecac4bcb8a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6ccf81211b8d34107ccf20ecac4bcb8a&view=sp
https://www.dish.com/offers/boost-mobile
https://www.dish.com/offers/boost-mobile
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=3661775c1baa3810dabd2f41f54bcb48&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=3661775c1baa3810dabd2f41f54bcb48&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=3661775c1baa3810dabd2f41f54bcb48&view=sp
https://broadbandnow.com/breezeline
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c811e1331b0d30509294113d9c4bcb44&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c811e1331b0d30509294113d9c4bcb44&view=sp
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https://broadbandnow.com/C-Spire-Fiber
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ac9d36251bcd74109294113d9c4bcb99&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ac9d36251bcd74109294113d9c4bcb99&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ac9d36251bcd74109294113d9c4bcb99&view=sp
https://broadbandnow.com/XFINITY
https://broadbandnow.com/Consolidated-Communications
https://broadbandnow.com/Consolidated-Communications
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9a1ec7611b09b4102eb2a82fe54bcb0e&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9a1ec7611b09b4102eb2a82fe54bcb0e&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9a1ec7611b09b4102eb2a82fe54bcb0e&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9a1ec7611b09b4102eb2a82fe54bcb0e&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9a1ec7611b09b4102eb2a82fe54bcb0e&view=sp
https://broadbandnow.com/Cox-Communications
https://broadbandnow.com/Cox-Communications
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b53ed3751b49f4107ccf20ecac4bcb92&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b53ed3751b49f4107ccf20ecac4bcb92&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b53ed3751b49f4107ccf20ecac4bcb92&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b53ed3751b49f4107ccf20ecac4bcb92&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b53ed3751b49f4107ccf20ecac4bcb92&view=sp
https://broadbandnow.com/Frontier-Communications
https://broadbandnow.com/Frontier-Communications
https://broadbandnow.com/Frontier-Communications
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7949c5101b4534507ccf20ecac4bcba5&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7949c5101b4534507ccf20ecac4bcba5&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7949c5101b4534507ccf20ecac4bcba5&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7949c5101b4534507ccf20ecac4bcba5&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=7949c5101b4534507ccf20ecac4bcba5&view=sp
https://broadbandnow.com/Fusion-Connect
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9941c8ffdb2c4e10d2dfa368139619f0&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9941c8ffdb2c4e10d2dfa368139619f0&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=9941c8ffdb2c4e10d2dfa368139619f0&view=sp
https://broadbandnow.com/GeoLinks
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b0ad3ebd1bc1f4107ccf20ecac4bcba2&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b0ad3ebd1bc1f4107ccf20ecac4bcba2&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=b0ad3ebd1bc1f4107ccf20ecac4bcba2&view=sp


Liberty Cablevision RMD0004705

Liberty 
Communications 

of Puerto Rico 
LLC

P.O. Box 192296
San Juan PR 

00919

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Puerto Rico

Lumen 
Technologies, Inc. 

CenturyLink
RMD0004132 Lumen 

Technologies, Inc.

100 CenturyLink 
Dr.

Mailstop: 3TCW88.
2

Monroe LA 71203

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

17 inc AZ, CO, FL, 
MN, MT, NV, NM, 
OR,  UT, WA, and 

WY.

Mediacom Cable RMD0002412
Mediacom 

Communications 
Corporation

One Mediacom 
Way

Mediacom Park NY 
10918

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

22

Midco RMD0004051 Midcontinent 
Communications

3600 Minnesota 
Drive

Suite 700
Minneapolis MN 

55435

Complete 
STIR/SHAKEN 
Implementation

Partial 
STIR/SHAKEN 
Implementation

Kansas
Minnesota

North Dakota 
South Dakota

Wisconsin

Mobi RMD0011108 mobi, Inc.
1668 S King St Ste 

101
Honolulu HI 96826

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Hawaii

Monmouth 
Telephone & 

Telegraph
RMD0007492

Monmouth 
Telephone & 

Telegraph

10 West Bergen 
Place

suite 110
Red Bank NJ 

07701

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

NJ

Nextlink RMD0018890
AMG Technology 

Investment 
Group, LLC

95 Parker Oaks Ln
Hudson Oaks TX 

76087

Complete 
STIR/SHAKEN 
Implementation

Complate 
STIR/SHAKEN 
Implementation

6: IA, IL, KS, NE, 
OK, TX

Optimum by Altice RMD0021118 Altice USA, Inc.
1 Court Square 

West, Long Island 
City, 

NEW YORK 11101

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

21

Ranch Wireless 
(VTX 

Communications)
RMD0001446

VTX 
Communications, 

LLC

881 E. Hidalgo Ave
Raymondville TX 

78580

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Texas

Skybeam, LLC 
(Rise Broadband) RMD0004984 Skybeam, LLC

61 Inverness Dr E, 
Suite 250

Englewood CO 
80112

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

16 inc CO, ID, IL, 
NE, NV, SD, TX, 

UT

Sparklight (Cable 
One) RMD0003888 Cable One VoIP 

LLC
210 E. Earll Drive
Phoenix AZ 85012

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

About 21 inc AR, 
GA, IA, ID, IN, LA, 
MS, ND, NM, OK, 

TX

Spectrum RMD0003617
Charter 

Communications, 
Inc.

400 Washington 
Blvd
UT1

Stamford CT 06902

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

41

Spectrum VoIP, 
Inc. RMD0005312 Spectrum VoIP, 

Inc.
3408 Lantz Circle
Plano TX 75025

Partial 
STIR/SHAKEN 

Implementation - 
Performing 

Robocall Mitigation

Complete 
STIR/SHAKEN 
Implementation

Nationwide

T-mobile RMD0004209
T-Mobile USA,

Inc.; Metro by T-
Mobile

12920 SE 38th 
Street

Bellevue WA 98006

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Nationwide

U.S. Cellular RMD0003753
UNITED STATES 

CELLULAR 
CORPORATION

500 WEST MADISON 
STREET, SUITE 810

CHICAGO Illinois 
60661

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Nationwide
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https://broadbandnow.com/Liberty-Cablevision
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c849500a1b4138109294113d9c4bcb47&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c849500a1b4138109294113d9c4bcb47&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c849500a1b4138109294113d9c4bcb47&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c849500a1b4138109294113d9c4bcb47&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c849500a1b4138109294113d9c4bcb47&view=sp
https://broadbandnow.com/CenturyLink
https://broadbandnow.com/CenturyLink
https://broadbandnow.com/CenturyLink
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=db6992e51b8974109294113d9c4bcb3a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=db6992e51b8974109294113d9c4bcb3a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=db6992e51b8974109294113d9c4bcb3a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=db6992e51b8974109294113d9c4bcb3a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=db6992e51b8974109294113d9c4bcb3a&view=sp
https://broadbandnow.com/Mediacom-Cable
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8590db691b78f4109294113d9c4bcb2b&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8590db691b78f4109294113d9c4bcb2b&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8590db691b78f4109294113d9c4bcb2b&view=sp
https://broadbandnow.com/Midcontinent-Communications
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=290e4e291b81741002beea82f54bcb68&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=290e4e291b81741002beea82f54bcb68&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=290e4e291b81741002beea82f54bcb68&view=sp
https://broadbandnow.com/MOBI-PCS
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=603027cadb0f411032765425f396198d&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=603027cadb0f411032765425f396198d&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=603027cadb0f411032765425f396198d&view=sp
https://broadbandnow.com/Monmouth-Telephone-Telegraph
https://broadbandnow.com/Monmouth-Telephone-Telegraph
https://broadbandnow.com/Monmouth-Telephone-Telegraph
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=083f4d661b7238103125a64ce54bcb7a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=083f4d661b7238103125a64ce54bcb7a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=083f4d661b7238103125a64ce54bcb7a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=083f4d661b7238103125a64ce54bcb7a&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=083f4d661b7238103125a64ce54bcb7a&view=sp
https://www.monmouth.com/
https://broadbandnow.com/Nextlink-Internet
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=667124a61be08a10da74a644604bcbb6&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=667124a61be08a10da74a644604bcbb6&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=667124a61be08a10da74a644604bcbb6&view=sp
https://broadbandnow.com/Optimum-by-Altice
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8750b83d1b31ce1090724000f54bcbda&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8750b83d1b31ce1090724000f54bcbda&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8750b83d1b31ce1090724000f54bcbda&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8750b83d1b31ce1090724000f54bcbda&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=8750b83d1b31ce1090724000f54bcbda&view=sp
https://broadbandnow.com/Ranch-Wireless
https://broadbandnow.com/Ranch-Wireless
https://broadbandnow.com/Ranch-Wireless
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c8cb4cce1bbfe4109294113d9c4bcbb9&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c8cb4cce1bbfe4109294113d9c4bcbb9&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c8cb4cce1bbfe4109294113d9c4bcbb9&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c8cb4cce1bbfe4109294113d9c4bcbb9&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=c8cb4cce1bbfe4109294113d9c4bcbb9&view=sp
https://broadbandnow.com/Rise-Broadband
https://broadbandnow.com/Rise-Broadband
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=29e208131ba5f4105eb762cfe54bcb40&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=29e208131ba5f4105eb762cfe54bcb40&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=29e208131ba5f4105eb762cfe54bcb40&view=sp
https://broadbandnow.com/Sparklight
https://broadbandnow.com/Sparklight
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6a3d09211b8d34102eb2a82fe54bcbfc&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6a3d09211b8d34102eb2a82fe54bcbfc&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6a3d09211b8d34102eb2a82fe54bcbfc&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6a3d09211b8d34102eb2a82fe54bcbfc&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=6a3d09211b8d34102eb2a82fe54bcbfc&view=sp
https://broadbandnow.com/Spectrum-Internet
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=023f205d1b09f01064c4426de54bcbd3&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=023f205d1b09f01064c4426de54bcbd3&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=023f205d1b09f01064c4426de54bcbd3&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ed3f0b6f1b0a3810dabd2f41f54bcb65&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ed3f0b6f1b0a3810dabd2f41f54bcb65&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=ed3f0b6f1b0a3810dabd2f41f54bcb65&view=sp
https://www.t-mobile.com/news/network/t-mobiles-ultra-capacity-5g-covers-300-million-people-months-ahead-of-schedule
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=a5d28f6d1bcd74109294113d9c4bcb98&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=a5d28f6d1bcd74109294113d9c4bcb98&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=a5d28f6d1bcd74109294113d9c4bcb98&view=sp
https://broadbandnow.com/US-Cellular
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=17707d111b85341064c4426de54bcbf3&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=17707d111b85341064c4426de54bcbf3&view=sp
https://fccprod.servicenowservices.com/rmd?id=rmd_form&table=x_g_fmc_rmd_robocall_mitigation_database&sys_id=17707d111b85341064c4426de54bcbf3&view=sp


Verizon Wireless RMD0003753 Verizon Americas
LLC

5055 North Point 
Pkwy, NP2NE 
Network Eng

Alpharetta GA 
30022

Complete 
STIR/SHAKEN 

Implementation (All 
43 divisions of 

Verizon say they've 
completed S/S 
implmentation.)

Complete 
STIR/SHAKEN 
Implementation

Nationwide

Viaero Wireless RMD0004208 NE Colorado 
Cellular Inc

1224 West Platte 
Avenue

Fort Morgan CO 
80701

Complete 
STIR/SHAKEN 
Implementation

Complete 
STIR/SHAKEN 
Implementation

Colorado, Kansas, 
Nebraska 
Wyoming,

Vyve Broadband RMD0002035 Vyve Broadband 
J, LLC

4 International 
Drive, Suite 330
Rye Brook NY 

10573

Complete 
STIR/SHAKEN 
Implementation

No STIR/SHAKEN 
Implementation - 

Performing 
Robocall Mitigation

Oklahoma, Kansas, 
Nebraska, 

Louisiana, Texas, 
Arkansas, Georgia, 

Alabama, South 
Carolina, North 

Carolina, 
Tennessee, Idaho, 

Wyoming, and 
Washington

WOW! internet, 
cable and phone RMD0001523 WOW! Internet, 

Cable and Phone

7887 E. Belleview 
Avenue

Englewood CO 
80111

Complete 
STIR/SHAKEN 

Implementation for 
parent; 3 DBAs say 
they have PARTIAL 

compliance

Complete 
STIR/SHAKEN 

Implementation for 
parent

Alabama
Florida
Georgia
Kentucky
Michigan

South Carolina
Tennessee

X2nSat RMD0006507 X2nSat Inc

1310 Redwood 
Way
Ste C

Petaluma CA 
94954

No STIR/SHAKEN 
Implementation - 

Performing 
Robocall Mitigation

No STIR/SHAKEN 
Implementation - 

Performing 
Robocall Mitigation

Idaho
Montana
Oregon

Utah
Wisconsin
Wyoming
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I  ENFORCEMENT EFFORTS PAY OFF, A BIT

Compliance with the robocall-fighting law 
was required as of Sept. 28, 2021 for the 
largest phone companies. It was phased in 
over the next two years for smaller 
companies and intermediate companies that 
connect phone calls from place to place, 
including ones from overseas. 

Why wouldn’t companies want to comply? 
Upgrading technology and adopting new 
protocols is expensive. In addition, phone 
companies make money from calls that use 
their lines. Clearly, some providers have 
incentives to allow huge volumes of illegal 
calls.  

This year, the Federal Communications 
Commission (FCC) and all 51 state 
attorneys general have escalated their 
enforcement efforts by going after specific 
companies – including essentially putting 
nearly 1,400 out of business. What gets the 
companies in trouble? Violating federal law, 
not cooperating with investigations to trace 
illegal calls or condoning spam calls on their 
networks. 

Five years ago, the FCC said it would shut 
down companies that weren’t compliant. It 
took baby steps, shutting down one 
company in late 2022 and 14 more in 2024. 
At least one was later reinstated after it 
shored up its operations.  

Two weeks after our 2024 report showed 
that less than half of phone companies had 
completed anti-robocall protocols, a 
bipartisan coalition of 47 attorneys general 
sent a letter to the FCC, urging the regulator 
to improve its enforcement of the Robocall 
Mitigation Database and “close what has 
effectively been an unmonitored loophole 
that bad actors exploit to access the U.S. 
telephone network.”

Phone companies make money 
for every phone call they 
transmit that’s answered. 

How do you motivate providers 
to stop allowing scam calls? 
That’s where enforcement 

comes in. 

A month later, the FCC announced new 
enforcement and other actions to crack down 
on companies that continue to allow illegal 
robocalls on their networks. The FCC said 
2,411 voice service providers “failed to 
properly file in the Robocall Mitigation 
Database and must show cause why they 
should not be removed.” When a company is 
removed, all other phone providers are 
prohibited from allowing call traffic from 
the banned provider. That hits the violator’s 
wallet. 

In August, more than half of those 2,411 
companies – 1,388 – were blocked from 
carrying phone calls on their lines. That 
includes 185 in early August and 1,203 more 
in late August. 

CRIME RINGS TARGETED BY 
AUTHORITIES 

In June 2025, a so-called “money mule” 
accused of scamming senior citizens out of 
nearly $2 million was sentenced to more 
than six years in prison by a U.S. District 
Court judge. Pranav Patel of New Jersey 
was accused of collecting money from 
victims of a larger international scam.
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He was also ordered to forfeit $1.8 million 
in proceeds he was accused of laundering. 
He pleaded guilty in 2024. 

Authorities said Patel was part of a scam 
that worked like this: Senior citizens would 
get calls from an overseas call center from 
people claiming to be government agents. 
The seniors were sometimes told there were 
outstanding warrants out for their arrest and 
“they needed to pay to clear the warrants,” 
the Department of Justice said. “On other 
occasions, the conspirators told victims that 
they needed to provide their money and gold 
to the officers for safekeeping.” 

Patel drove to Florida and points along the 
East Coast to pick up the money and gold 
from seniors, prosecutors said. At least one 
was so financially devastated that he had to 
sell his home. 

EFFORTS BY OTHER COUNTRIES 

Also in June 2025, investigators in India 
arrested the alleged kingpin of the notorious 
Royal Tiger gang, Prince Jasvantlal Anand 
of Mumbai. Authorities in the United States, 
and India say the Royal Tiger gang has a 

“As we work to bring these 
scammers to justice … we 
must have the telecom 
industry’s involvement in 
shutting them down.” 

– Indiana Attorney General
Todd Rokita 

history of international robocall scams.
The gang allegedly has been using artificial
intelligence including voice-cloning to 
impersonate government officials to fool 
victims in the United States and Canada. 

In 2024, the FCC classified Royal Tiger, a 
group of phone providers and their 
“managing personnel” as a Consumer 
Communications Information Services 
Threat because of “repeated origination and 
transmission of apparently unlawful robocalls.”
The callers typically purported to be from
banks, utilities and government offices.

DEADLINES TO COMPLY WITH FEDERAL LAW

The FCC phased in various deadlines for phone companies to implement anti-robocall 
technology and policies:
• Largest voice service providers   – by June 30, 2021
• Non-facilities-based small providers  (resellers or VoIP providers) – by June 30, 2022
• Facilities-based small providers  (own their network infrastructure) – by June 30, 2023
• Gateway providers  (route calls from foreign providers) – by June 30, 2023
• Intermediate providers  (route calls from others but don’t originate / terminate calls) –
by December 31, 2023.
• Non-IP Networks – the FCC opened a proceeding to consider ways to implement caller
ID authentication on non-IP networks, which cannot implement STIR/SHAKEN.

SOURCE: FCC news release 2023

PAGE 9

https://www.deccanherald.com/india/cbi-nabs-kingpin-of-royal-tiger-gang-fleecing-canadian-us-citizens-online-3605986
https://docs.fcc.gov/public/attachments/DA-24-451A1.pdf
https://docs.fcc.gov/public/attachments/DA-24-451A1.pdf
https://docs.fcc.gov/public/attachments/DOC-394805A1.pdf
Teresa Murray
Rectangle



THE HAMMER FROM EVERY STATE 

All 51 state attorneys general are also on the 
attack. In August, they announced Operation 
Robocall Roundup – the latest effort by the 
nationwide Anti-Robocall Litigation Task 
Force. The group sent warning letters to 37 
voice service providers they believe are 
allowing illegal robocalls. In addition, the 
attorneys general warned 99 other 
companies that accept calls from the 37 
providers that they’re doing business with 
someone they believe is breaking the law. 

“These annoying and illegal robocallers are 
relentless in disrupting Hoosiers’ lives and, 
worse, trying to steal their personal 
information and hard-earned money,” said 
Indiana Attorney General Todd Rokita, one 
of the leaders of the task force, along with 
the attorneys general from North Carolina 
and Ohio. “As we work to bring these 
scammers to justice and protect Indiana 
families, we must have the telecom 
industry’s involvement in shutting them 
down.”  

North Carolina Attorney General Jeff 
Jackson said the companies getting his 
state’s letters “should well know (that) 
originating and/or transmitting illegal 
robocalls are violations of the Telemarketing 
Sales Rule, the Telephone Consumer 
Protection Act and/or the Truth in Caller ID 
Act, as well as state consumer protection 
statutes.” 

Ohio Attorney General David Yost sent 
letters too, a few months after he and seven 
other attorneys general won a permanent ban 
against a Texas man accused of making 
billions and billions of illegal robocalls with 
offers such as extended car warranties and 
health-care services. The calls were made to 
landlines and cellphones nationwide, 
including in Arkansas, Indiana, Michigan, 

Missouri, North Carolina, North Dakota, 
Ohio and Texas. 

The man, John Spiller II, is permanently 
banned from launching any type of telecom 
company or working in telecom again. As 
the owner of several companies, Spiller 
offered robocall dialer and VoIP phone 
service to telemarketers to generate 
“massive volumes of robocalls, including 
many targeting numbers on the Do Not Call 
Registry,” Yost’s office said in a news 
release. 

Spiller was accused of trying to circumvent 
the 2023 court order by launching new 
companies (Every1, Telecom and ATX 
Telco) under different names. 

No more. “This scammer’s line is dead — 
and it’s not coming back,” Yost said. 

FCC SHUTS DOWN ILLEGAL 
ROBOCALLS ABOUT DEBT 
CONSOLIDATION LOANS 

Active duty military and veterans face an 
increased risk of calls pitching debt 
consolidation loans, compared with other 
groups of consumers. The FCC in 2024 
issued a cease-and-desist letter against 
Alliant Financial, which was accused of 
generating about 78 million illegal calls to 
consumers from Nov. 1, 2023 to Feb. 29, 
2024. The calls offered debt consolidation 
loans using prerecorded messages claiming 
to be from One Street Financial, Main Street 
Financial and Alliant Financial.  

The FCC also told other providers they 
could stop carrying Alliant Financial’s calls 
if it didn't comply within 48 hours. Alliant 
Financial was one of the 185 companies the 
FCC decertified in August 2025, which 
requires other phone companies to stop 
accepting calls directly from the company. 
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FCC SHUTS DOWN ILLEGAL 
ROBOCALLS ABOUT STUDENT 
LOANS 

The FCC in 2024 issued a cease-and-desist 
letter against DigitalIPVoice, which was 
accused of allowing illegal phone calls from 
overseas regarding student loan assistance 
programs. The calls claimed the person was 
eligible for an “income driven program” but 
hadn’t yet finished some type of “required 
documents.”  

The FCC also told other providers they 
could stop carrying DigitalIPVoice’s calls if 
the company didn’t stop transmitting what 
the FCC believed were illegal robocalls. 
DigitalIPVoice was still allowed to operate 
as of Sept. 28, 2025.    

FCC SHUTS DOWN ILLEGAL 
ROBOCALLS ABOUT TAX RELIEF 

The FCC in 2024 issued a cease-and-desist 
letter against Veriwave Telco, which was 
accused of originating “apparently illegal” 
robocalls about a supposed “National Tax 
Relief Program.” The FCC’s enforcement 
bureau “found no evidence that this program 
actually exists.” 

The FCC said that the software company 
YouMail found that about 15.8 million calls 
pitched this supposed tax relief program 
with prerecorded messages between Nov. 1, 
2023 and Jan. 31, 2024. And “a number” of 
these calls were originated by Veriwave 
Telco, according to tracing by FCC 
investigators and the Industry Traceback 
Group. Veriwave Telco was one of 185 
companies the FCC decertified in August 
2025, which requires other phone companies 
to stop accepting calls directly from the 
company.

HIGHLIGHTS OF ENFORCEMENT AGAINST VARIOUS PHONE COMPANIES 
2021 - ​​The FTC settles first case against VoIP provider, Globex Telecom, Inc., for allegedly allowing illegal robocalls that 
scammed consumers out of millions.

2022 - For the first time, the FCC essentially put a company out of business in 2022 because it said the company. Global 
UC Inc., failed to meet requirements to protect consumers from scam robocalls.

2023 - The FCC starts firing off warnings to numerous other companies and says its accomplishments include: 
*  Blocking robocall scam crime rings,  especially ones involving  auto warranty, student loan predatory mortgage scam 
robocalls.
*  Working with the phone industry to trace illegal robocalls to find out which companies allowed them.
*  Forming robocall investigation partnerships with 49 states and the District of Columbia. Only Nebraska didn’t sign on.
*  Fining companies record amounts for illegal robocalls and spoofed calls.
* Closing gateways that international robocallers use to funnel robocalls into the United States.

2024 - The FCC took actions against 14 other phone companies, including cutting off their call traffic on other companies’ 
lines, in February and March 2024.

2024 - In December, the FCC announced new enforcement and other actions to crack down on companies that continue to 
allow illegal and unwanted robocalls on their networks. The FCC said 2,411 voice service providers “failed to properly file in 
the Robocall Mitigation Database and must show cause why they should not be removed.” 

2025 - In August, the FCC essentially shut down 1,388 of those 2,411 phone companies it said weren’t complying with the 
law. (185 in early August and 1,203 in late August.)
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I  HOW DID IT GET THIS BAD?

For the first two years after the robocalls law 
took effect in 2021, spam robocalls declined 
notably. But during the last two years, 
they’ve been soaring and there’s no real end 
in sight. 

Further, scam and spam texts are at least as 
bad as they’ve ever been and the amount of 
money people are losing to scams is 
increasing. 

It seems the criminals are ahead of the rest 
of us, said Alex Quilici, founder and CEO of 
YouMail, one of the leading robocall 
blocking services that’s often cited by the 
Federal Communications Commission 
(FCC). 

Unwanted calls did decrease until late 2023, 
driven by the new law and enforcement 
crackdowns, Quilici told U.S. PIRG 
Education Fund. 

“Since then they’ve moved up steadily, as 
the bad guys figured out the (law’s) 
loopholes, and the shady telemarketers 
cranked up as they realized enforcement was 
mostly on fraud and obviously problematic 
telemarketing,” Quilici said. “It takes time to 
investigate general telemarketing that’s  
unlawful and that’s what is scaling the most.” 

The monthly average of scam and 
telemarketing calls increased from 2.14 
billion a month in 2024 to 2.56 billion a 
month through September of this year, 
according to YouMail. 

Another scam call tracker, Truecaller, has 
different numbers but the same conclusion: 
Unwanted calls are on the rise. Truecaller 
says Americans received an average of 3.1 
billion spam and telemarketing calls per 
month during the last 12 months. That’s up 
from 2.7 billion a month the year before. 
Truecaller is a Swedish company founded in 
2009 that tracks scams and offers call and 
text blocking services. 

And the volume of scam robotexts nearly 
tripled from 2021 to 2024 as scammers 
flocked to unregulated texts instead of calls. 

There aren’t reliable figures for the specific 
number of scam texts in 2025; Robokiller, 
the source relied on for years by the FCC, 
FTC and major media, was sold in 2024 and 
the new owner says it’s not updating its 
2024 monthly average of 19.2 billion. 
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No other leading companies seem to be 

tallying the volume of unwanted texts. But 

there’s a consensus that they’re escalating. 

“We aren’t really tracking texts,” said 

Quilici of YouMail, which is one of the 

most cited researchers of spam calls. “It’s 

too hard to get a great estimate now given 

how much is moving to RCS (Rich 

Communication Services,) iMessages and 

other channels.   

“Our gut is that it’s going up, not down, and 

the bad guys are able to exploit all these 

channels now,” he said. 

Overall, we know most phone companies 

aren’t doing enough to protect us. In our 

Who’s Calling? report released earlier this 

year, we found that half of the two dozen 

largest phone companies scored D’s or F’s 

on services they offer to customers who 

want to reduce unwanted calls and texts. 

TEXT BLASTING 

Scammers are developing new ways of 

getting around those that are using these 

protections. A new trend in scam technology 

is SMS blasting. This technology is just 

breaking on to the scene, according to 

Wired, so consumers, service providers and 

regulators may still be able to get out ahead 

of this troubling new trend. 

An SMS blaster mimics a cell tower. It 

forces your phone to connect to it,  

downgrades your connection to a lower, less 

secure frequency and then sends you a 

massive number of texts. This whole process 

can happen in less than 10 seconds. 

Some of these networks can grab phones 

within a radius of more than 10 football 

fields and send 100,000 texts per hour. 

Scammers can easily carry the hardware 

they need in a backpack, or drive around 

with it in a car. SMS blasters are also 

distinct from traditional cellular networks, 

so they don’t need or want to have the same 

protections. This helps scammers reach 

more people. 

Stopping scammers from using SMS 

blasters requires coordination among 

telecom companies, the government, local 

authorities and the general public.  

While there is a step consumers can take to 

protect themselves by disabling 2G 

connections in their phone settings, doing so 

can limit functionality in a way that makes it 

difficult to get texts or images in the way we 

usually want.  

It also may affect connectivity in places with 

spotty service such as rural areas. Until there 

are better protections, it may be worth 

considering for elderly loved ones or others 

who may be vulnerable to clicking on scam 

links. Here are instructions for doing that on 

Android, and here are instructions for 

iPhone users. 

It’s also important to note that while SMS 

blasting delivers texts in an unconventional 

way, it still relies on fooling people in the 

way that any text scam does. This means 

that the typical protective measures taken by 

phone users work just as well to stop people 

from being scammed.  

Here’s a list of more than 20 tips for staying 

safe from text scams, as well as scam calls. 
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68% of U.S. adults say they get 
scam phone calls at least once 
a week that are after their 
personal information.
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Other indications of the 
challenges we face now: 

● More than two-thirds of U.S.
adults report getting scam
phone calls at least once a
week (68%) that try to trick
them into providing personal
information. And 63% get
scam emails at least weekly
and 61% receive scam text
messages at least weekly.

● 31% of U.S. adults say they
get at least one scam phone
call a day, including 21%
who say they get multiple
scam calls a day. Meanwhile,
28% get scam emails every
day and 20% get scam texts
every day.

● 24% of U.S. adults say
they’ve received a scam call, 

message or email that caused 
them to give up personal 
information. 

● Reports to the FTC of phone
scams increased by 9%
during the first half of 2025,
compared with the first half
of 2024. And, the typical
victim loses more to this type
of scam than any other,
according to the FTC.

● In the first half of 2025, the
average amount a victim lost
to phone scams was $3,690.
This is up from $3,172 for
the first half of 2024.

● Victims of scam texts lost
about $1,452 on average in
the first half of 2025. That’s

down from $1,920 in the first
half of 2024.

● About three-fourths of scam
victims who lost money say
they did not report the
incident to police.

● 68% say the federal
government is doing a poor
job of curbing the volume of
online scams and attacks.

● 56% say technology
companies are doing a bad
job of addressing the volume
of online scams and attacks.

● 26% of 18- to 29-year-olds
say they’ve lost money from

an online scam, compared
with 15% of people age 65
and older.
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I  MOST COMMON SCAM CALLS 

Not only has the volume of phone scam calls 

increased from 2024 to 2025, victims lose 

more to this type of scam than any other, 

according to the Federal Trade Commission 

(FTC). In the first half of 2025, victims lost 

an average $3,690 to phone scammers.

This makes it incredibly important to know 

which types of phone scams are most 

common, and how to protect yourself from 

them.  

LOANS 

How it works:  

This type of phone scam deals with student 

loans, mortgages, debt relief or auto loans. 

Scammers either try to incite fear about 

supposed unpaid balances or provide a too-

good-to-be-true debt relief opportunity that 

must be seized before it’s too late. The 

scammer is usually after a payment or 

personal and account information. 

How to avoid getting scammed:  

If you get an unexpected call from your 

lender, hang up (if you answered) and look 

up the phone number of the company on 

your account statement or your online 

account. Then, call that number with any 

questions you may have. This is the best 

way to ensure that you are actually talking to 

the representatives from that company, and 

not an impersonator.  

HEALTH INSURANCE  

How it works:  

Last year, the Federal Communications 

Commission (FCC) had the largest number 

of consumer complaints about this type of 

scam. These scams may offer consumers 

fraudulent insurance service. These calls 

tend to spike during healthcare’s open  

The longer you stay on any 
unexpected call asking you to 

provide or confirm information, 
the greater the chance you’ll be 

scammed. 

enrollment season, but they exist year-

round. 

How to avoid getting scammed:  

Do not pick up the phone if it is a number 

that you do not recognize and you are not 

expecting a call, even if the number has a 

local area code. If you pick up a call from 

someone you believe to be an insurance 

provider, hang up immediately.  

The longer you stay on a call, the more 

information a scammer can gather about 

you. If the call claimed to be from your 

existing insurance company, or a company 

you wanted to talk with, contact them by 

phone or online through a means you look 

up independently.  

CAR WARRANTIES 

How it works:  

You’ve likely heard about fraudulent calls 

involving someone’s car warranty or the 

likelihood of expensive car repairs, if you 

haven’t received one yourself. The infamous 

sentence is: “We’ve been trying to contact 

you about your car’s extended warranty.” 

Fortunately, many of the largest car 

warranty scams have been shut down in 

recent years, but they’re definitely still out 

there.  
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These scams prey on consumers who might 
fear expensive repairs, regardless of 
whether the vehicle owner currently has a 
warranty, or even a vehicle. These scams 
offer to-good-to-be-true “warranties” that 
likely don’t exist or aren’t anything like 
what the caller claims. 

How to avoid getting scammed:  
As with other types of calls, don’t answer if 
you’re not specifically expecting to hear 
from your car dealership or a car warranty 
company. If you do answer an unexpected 
call, don’t provide any information. If you 
are concerned about your car’s warranty 
assuming you own a car, reach out to the 
warranty company by the phone number on 
your contract or another means you look up 
independently.  

TAXES: IRS OR OTHER ENTITIES 
How it works:  
This type of scam is especially prevalent 
during tax season, when scammers will try 
to impersonate IRS officials or tax  

preparation companies to gain access to 
consumers’ personal information. 

How to avoid getting scammed:
The IRS almost never calls taxpayers 
without sending a bill in the mail first. If 
you get a call showing the IRS on caller ID 
that you weren’t expecting, don’t answer. 
Instead, call the IRS at 1-800-829-1040. For 
more detailed information, the IRS’ yearly 
“Dirty Dozen” article lists the most 
prevalent tax scams, covering everything 
from bogus tax credits to tax-related 
phishing.   

And don’t answer other unexpected calls, 
regardless of what the caller ID says. If a 
voicemail claims you have unpaid taxes or 
someone can help you get a bigger return, 
don’t call back. Look up the number for the 
supposed debt collector, look at any notices 
you received in the mail or check your credit 
report at annualcreditreport.com. (It’s free.) 
If you’re looking for a tax preparer, conduct 
your own research. 
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CREDIT / CREDIT CARDS 
How it works:  
These scammers impersonate banks or 
credit card companies to steal credit card
and account information. They may offer a 
low-interest loan or balance transfer, or try 
to scare you about an unpaid balance. They 
could try to run up charges on your credit or 
debit card, make a wire transfer to their 
account in your name or steal your identity. 

How to avoid getting scammed:  
Hang up immediately if you receive an 
unsolicited call offering to lower your 
interest rate, especially one that quickly asks 
you to confirm or provide your information. 
Do not answer any questions or press any 
buttons. That information can be used to 
harass you further because you’ve 
confirmed your phone number works. 

SOLAR / ENERGY 
How it works:  
Solar or energy scammers impersonate 
utility companies or government agencies 
and promise free solar panel installation, 
massive rebates, tax credits or other 
incentives on solar energy products and 
services. They are usually after personal or 
banking information. 

How to avoid getting scammed:  
If something seems too good to be true, it 
usually is. Any caller who offers free 
installation, steep discounts or incredible tax 
rebates and wants you to sign up quickly is 
almost surely a scammer. For more 
information about solar energy and whether 
it is right for you, visit the Department of 
Energy’s website.   

INVESTMENTS, INCLUDING 
CRYPTO 
How it works:  
Scammers using this particular tactic often 
approach people with phony business or 
investment advice, particularly by promising 
large returns and profits. Some offer free 
seminars. One particularly prolific version 
of this scam is crypto scams, where 
perpetrators attempt to get personal 
information or demand payment in crypto or 
get victims to invest in fraudulent crypto 
currencies. 

How to avoid getting scammed:  
No investment opportunity or business 
advice can guarantee big returns, especially 
with little to no effort on your part. 
Anything that claims to have little to no risk 
and large rewards is likely a scam.  

SOURCE: CDC'S NATIONAL CENTER FOR HEALTH STATISTICS
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SWEEPSTAKES AND LOTTERY 

PRIZES 

How it works:  

This type of scam call claims that the person 

has won a large prize or lottery, and has to 

pay some tax to receive it or a fee to 

increase their chances. (It’s often a “contest” 

or “sweepstakes” you didn’t enter.) 

How to avoid getting scammed:  

If you have to pay to receive a prize, it is a 

scam. Even if the scammer seems like 

they’re from a reputable company or 

government agency, don’t provide personal 

or payment information. If you actually 

entered some contest, follow up through a 

means you know is legit, not through the 

call that came out of the blue. 

CHARITY 

How it works:  

This type of scam most frequently occurs 

after a major disaster, but it can still occur at 

any time and impersonate any charitable 

cause. A scammer will pose as a real charity 

and attempt to pressure victims of these 

scams into giving large donations over the 

phone. This gives the scammers money up 

front as well as access to payment 

information.  

How to avoid getting scammed:  

Always research a charity before donating to 

it. CharityWatch and the BBB Wise Giving 

Alliance are two organizations that can help 

you figure out which charities you align 

with most. Once you know that the 

organization is legitimate, you can donate on 

its website, which will ensure that your 

money goes to the charity and not to a 

scammer impersonating the organization.  

You can find additional tips in our guide: 

Scam charities: How to tell whether you’re 

donating to a good cause. 

Victims of scam calls lost an 
average of $3,690 in the first 
half of 2025, according to the 

FTC. 

“FREE” TRIALS 

How it works:  

Another type of scam is a fake free trial of 

some product or service. Scammers might 

promise they’re giving you a free trial, but 

charge you immediately or even repeatedly. 

How to avoid getting scammed: 

Get any verbal offer in writing (in an email, 

text, online, etc.) before signing up. You’ll 

need to at least have written documentation 

of the answers to the following questions:  

● The length of the free trial.

● How and when to cancel the trial.

● The price after the free period is up.

● What exactly you are receiving.

A few different things can count as written 

documentation, including contracts, email or 

text exchanges with an authorized 

representative of the company or 

information on a company website. Not 

everything online lasts forever, though, so 

be sure to take screenshots or save copies of 

your documentation.  

If the person on the other end of the line 

refuses to put anything into writing, do not 

sign up or give any personal or financial 

information. And if you choose to sign up, 

make sure to monitor your credit card or 

bank statements for any additional or 

increased charges. 
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TRAVEL AND TIMESHARE 
How it works:  
Similar to fake free trials, travel scams 
promise a free or cheap vacation and then 
ask for money for processing fees or taxes. 
Timeshare scams are another type of travel-
related scam, where someone will promise 
to sell your timeshare if you pay them up 
front. These two types of scammers are 
usually after up front money, but might also 
target payment information. 

How to avoid getting scammed:  
The same advice applies to both types of 
travel scams: Don’t sign or pay anything 
until you know the terms of the deal and 
your ability to cancel the contract and have 
those details in writing. Scammers will try to 
pressure you into acting fast, but legitimate 
companies will understand your desire to go 
over documents and information at your 
own pace. 
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I  MOST COMMON SCAM TEXTS

Have you been getting more strange texts 

from unknown numbers lately? Makes two 

of us. We’re some of the millions of 

Americans whom scammers have tried to rip 

off by text. Fraudsters have shifted away 

from calls and to texts and emails, according 

to Oklahoma-based InterBank.  

The Federal Trade Commission (FTC) 

reports that in 2024, victims of text scams 

lost a total of $470 million.  

Looking at individual losses, victims during 

the first half of 2025 lost an average of 

$1,452. (Note: Only a fraction of scams are 

reported to the FTC, and Pew Research 

recently found that 61% of American adults 

receive scam texts at least once per week.) 

It’s more important than ever before to 

know what to look out for and how to stay 

safe. With that in mind, we looked at the top 

text scams reported by the FTC, the Better 

Business Bureau, the credit bureau Experian 

and a few banks. Here are five of the most 

common text scams you should be on the 

lookout for, and some tips for how you can 

stay safe. 

PACKAGE DELIVERY SCAMS
This was the most common type of text 

scam in 2024. Here’s how the scam works: 

A scammer, imitating a delivery company 

(such as USPS, FedEx or UPS), texts you 

about an issue with a package delivery.

They’ll also include a link, which, if you tap 

it, will lead you to a website that may 

demand money from you. Maybe they’ll say 

you didn’t pay the full amount, or that you 

need to pay a delivery fee. Making the 

payment not only sends the scammers  

money – it also gives them your financial 

information. 

JOB OFFERS
Have you ever thought life would be so 

much easier if you could just make a lot of 

money in a short amount of time? For this 

next scam, scammers would have you 

believe that they’ve cracked the code. 

The job offer scam works like this: A 

scammer texts you with a job offer. The 

work is usually something simple, such as 

liking videos online or reviewing products. 

This is a job scam text 
one of our colleagues 
received this summer.

It was a group text.

And no, they weren't 
looking for a job.
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Scammers do a couple of things to make 

this look real: They might put you in a 

group chat with messages from your “co-

workers” saying how much money they’re 

making, and scammers may even send you 

some money to get you hooked. 

Reported losses stemming from job scams 

hit $223 million in the first half of 2024, the 

FTC said. That's a pace 2.5 times higher 

than in all of 2022. And, only a sliver of 

fraud is reported, the FTC said, so the actual 

losses are surely much larger. 

At some point, you’ll be asked to give some 

of your own money. That’s how they get 

you, and that’s also how scammers get 

millions from Americans who fall for "task 

scams." Nearly 40% of job scams reported 

to the FTC involved "task scams" in the first 

six months of 2024, the FTC said; there was 

basically no such thing as task scams in 

2022. 

FRAUD ALERTS
No one wants to get their accounts hacked, 

so scammers sometimes pretend that they’re 

trying to help you secure your accounts. If 

you’re posing as a fraud prevention service, 

who would think that you’re running a 

scam? 

There’s a variety of texts you might receive 

in a fraud alert scam. Maybe your password 

was supposedly changed, or you’re told that 

you need to approve a large transaction you 

never initiated. Here’s a text one of the 

authors got saying an account PIN was 

changed (but it wasn’t really) . 

Notice the part that says “if this was not 

done by you.” The scammers want you to 

look at that and think, “Of course this wasn’t 

done by me!” Panic sets in, and you miss the 

red flags in your rush to make sure that your 

accounts are secure. Of course, there never 

was an issue. In fact, following that link and 

offering up your private information is 

exactly how scammers get into your 

accounts. 

UNPAID TICKETS
We’re calling this the unpaid tickets scam, 

but it can encompass anything from 

supposed outstanding parking tickets to 

unpaid tolls.  

It’s pretty straightforward: A scammer texts 

you that you have an unpaid parking ticket 

or toll charge and directs you to a link where 

you can settle up. You know the rest – 

making a payment sends the money to the 

scammer and gives them your payment 

information. To put some extra pressure on 

you, scammers will often make threats. 

They’ll want you to believe that you may 

face prosecution or have your license 

revoked if you don’t pay up.  
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One of our colleagues recently received a 
text about a supposed outstanding traffic 
ticket. It was sent to hundreds or thousands 
of numbers at the same time. One person 
responded: “Did a scam just make a gc 
(group chat)?” 

WARM TEXTS
At some point within the last year, we 
started getting lots of texts from people who 
seemed to have the wrong number. They’d 
open with mundane questions such as, “Are 
we still on for lunch today?” or “Are you 
free in 15 minutes?” These “warm texts,” as 
we wrote about earlier this year, use your 
kindest instincts against you. 

If you continue talking to the scammer, they 
may ask you for money at some point. 
Commonly, they’ll claim to be a successful 
investor and promise you great returns if 
you make an “investment.” Other times, it 
may be the first step in trying to engage you 
in an employment or romance scam, 
according to Experian. 

But there’s a more subtle angle here as well. 
Scammers are also trying to trick spam 
filters by sending these texts. Increasingly, 
scammers may use artificial intelligence 
bots to send texts to dozens or even 
thousands of people at a time. When a 
number sends lots of texts that people don’t 
respond to, that’s a sign that it’s a spam 
number. Spam filters will start filtering out 
texts from these numbers.  

Getting people to respond makes the number 
look legitimate. Even saying, “Sorry, wrong 
number” helps the scammer, so it’s best not 
to reply to these texts at all. 

What can you do? 

1. Don’t respond to unexpected texts. If
someone genuinely has the wrong number,
they’ll figure it out. If they’re a scammer,
your response can actually help them look
legitimate and puts you at risk of falling for
a scam. It’s especially important not to share
personal information (your name, banking
details, contact info, etc.) with strangers.

2. Don’t make payments you weren’t
planning to make through instant payment
services. Zelle, Venmo, CashApp and gift
cards are preferred by scammers. These
payment methods let scammers get your
money instantly and make it difficult to get
that money back. Gift cards can also come
with a level of anonymity that protects
scammers. Anyone you should trust (the
government, a real business) won’t ask for
payment in these forms, generally called
P2P, meaning peer-to-peer or person-to-
person payments.

3. Don’t take a text at face value. If you
think a text could be legit, look up whatever
entity the text claims to represent. If it’s
someone you have an account with, go to its
website (using a different link than the one
you were texted) and see whether there’s
any information that agrees with the text. Is
there an unexpected payment, charge or wire
transfer?

Scammers have lots of creative ways of 
getting what they want. See our previous 
guides for more tips for staying safe. 

HOW TO STOP ROBOCALLS AND 
ROBOTEXTS AND AVOID SCAMS
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I  AI MAKES SCAMMING EASIER
In the past few years, artificial intelligence 
(AI) has entered a new phase in its evolution 
and is pulling the rest of us along with it.  

The development of new models of AI that 
can process and learn from vast amounts of 
data has sent shockwaves around the world. 
For better or worse, this new technology has 
proven to be useful for many purposes. On 
the worse side: scams. 

AI has changed the ways that many people 
do work, including scammers. The rise of 
generative AI – AI that can be creative and 
make stuff, as opposed to executing very 
specific tasks – has helped make scams even 
more convincing. The same AI programs 
that can write essays and advise on business 
decisions can also create fraudulent but 
convincing security emails and automate 
nearly every step of a scammer’s workflow. 

This phase of AI development is new. 
Researchers are still figuring out what 
generative AI can do, what it can’t and how 
to improve its capabilities.  

AI and scams 
There are many ways that scammers can use 
AI to steal people’s money and personal 
information, but they all tend to fall into one 
of three categories:  

● Audio/visual scams (typically phone
calls and deepfake scams)

● Text-based scams (such as email and
text messages)

● Hacking. These scams were around
before the powerful AI models that
we now have existed, but they now
use AI to make their scams cheaper
and more powerful.

While no one can paint a clear picture of 
where all this is going, AI will likely drive a 

massive increase in the number of very 
convincing scams. Anyone with a phone or 
email address is vulnerable. It’s important to 
understand how AI is changing the playing 
field, and what we can do to keep each other 
safe. 

A mother is victimized by a deepfake 
On what seemed like any other Friday 
afternoon, Jennifer DeStefano was at the 
dance rehearsal of her daughter, Aubrey, in 
early 2023, when she received a phone call. 
When she picked up the phone, she testified 
before the U.S. Senate in 2023, she heard 
the voice of her other daughter, Briana, who 
was on a skiing trip at the time. 

Briana said, through tears, “Mom, I messed 
up.” 

As DeStefano asked her what happened, she 
heard a man order her daughter to “lay down 
and put your head back.” 

Panicked, DeStefano repeated her question. 
She heard her daughter shout, “Mom these 
bad men have me. Help me! Help me!” 

“Listen here,” the man said, “I have your 
daughter. You tell anyone, you call the cops, 
I am going to pump her stomach so full of 
drugs, I am going to have my way with her, 
drop her in Mexico and you’ll never see her 
again!” The “kidnapper” initially demanded 
$1 million. 

DeStefano muted her phone and shouted for 
the other parents at the dance rehearsal to 
help. Someone called 911 while DeStefano 
negotiated with the “kidnappers.”  

The police suspected that scammers could 
be using AI to imitate DeStefano’s daughter, 
prompting DeStefano to reach out to her 
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husband and daughter another way. They 
were completely safe. 

DeStefano testified that she had almost 
fallen victim to a deepfake scam. Deepfakes 
are AI-generated audio, images and videos 
of real people (in this case, DeStefano’s 
daughter). Because deepfake technology lets 
people generate audio/visual media quickly 
and at a low cost, it has many legitimate 
uses (such as voice overs). But making 
hyper-realistic imitations of real people at a 
low cost also makes terrifying scams, such 
as the one targeting DeStefano, easier than 
ever before.  

According to Matt Groh, a professor at 
Northwestern University who researches 
deepfakes, all it takes to imitate someone is 
a few seconds of their voice and a picture of 
their face. 

Deepfakes aren’t only used against 
individuals. Deepfakes can also be used to 
gain access to accounts at banks that use 
voice authentication.  

Sam Altman and OpenAI 
Commenting on voice authentication during 
a talk at the Federal Reserve in July 2025, 
OpenAI CEO Sam Altman said, “That is a 
crazy thing to still be doing … AI has fully 
defeated most of the ways that people 
authenticate currently.” 

Alarmingly, many online voice cloning 
websites have low standards for verifying 
that the people who are mimicked on their 
platforms have actually consented to their 
voices being used for this purpose, 
according to research by Consumer Reports. 
In an age where people post so many 
pictures and videos of themselves publicly 
online, this means that deepfake scammers 
have an abundance of material to use when 
creating imitations. 

Worse, some websites seem to explicitly 
market their products as being useful for 
deception, advertising them as being good 
for “pranks” and letting users change the 
sound of their voice during phone calls. 
While this may sound mundane, and while 
some people may use these services for 
genuinely harmless pranks, this also 
provides scammers with plausible 
deniability. 

DeStefano testified that she tried to report 
the attempted scam she experienced to the 
police, but said they dismissed the scam as 
being a “prank call.” DeStefano noted that 
this is a pattern among people targeted by 
deepfake calls. Authorities often say there’s 
nothing that they can do, and one mother she 
knows was mocked for coming forward. The 
language of “pranks” may also be an 
effective way of subtly marketing these 
products to scammers. 

Deepfakes can also be difficult to spot, even 
once someone is educated about them. One 
study found that there’s a three-in-four 
chance that someone detects a deepfake 
using audio correctly, and that detection 
only improves slightly after giving people 
examples of deepfakes.  

Another study had similar findings for video 
deepfakes: People could spot deepfakes only 
half to three-fourths of the time (but were 
very confident that they could.) 

Deepfakes are a new development in the 
history of scamming. Many highly 
publicized stories of these scams involve 
terrifying or heart-wrenching stories, 
including the one that opened this section. 
While an important part of the picture, it’s 
important to remember that the most 
common scams are actually very mundane. 
This is especially true for email and text 
scams. 
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Email & text scams 

Scams that use text, email and direct-
messaging services are not new, but AI is 
changing how they work. Historically, 
scammers’ writing tended to be rife with 
grammatical errors, spelling mistakes and 
odd phrasing. AI can help scammers greatly 
improve the quality of their work. 

Phishing, which scammers use to get a 
target’s personal information electronically, 
is especially easy with AI. A team of 
Harvard researchers describes the stages of a 
phishing scam as follows: “collecting 
targets, collecting information about the 
targets, creating emails, sending emails and 
finally, validating and improving the 
emails.” Their research found that AI can be 
used to automate this entire process. 

With very little information about someone, 
AI can create scam materials tailored to 
appeal to the scam’s target. 

The Harvard researchers created a fake 
phishing campaign using AI and tested it on 
Harvard  students. About 60% of the 
students in the study were fooled by the AI 
phishing scam. This was on par with how 
many students were fooled by messages 
crafted by humans. But where AI really 
outshined humans was in efficiency. The 
researchers calculated that fully automating 
scams with AI is about 95% cheaper than 
using only humans – all without sacrificing 
quality. 

The findings of these researchers may not 
apply exactly to other kinds of text-based 
scams, but the general principles generally 
hold up. While these researchers used email, 
OpenAI reported in February 2025 that a 
ChatGPT account had been used for a 
successful scam playing on romantic 
interests on social media. 

In a so-called “pig butchering” scam, a 
scammer plays the long game. They build a 
relationship with their mark to gain their 
trust, then use that as an in to get money. 

In the scam that OpenAI found, a scammer 
used ChatGPT to pose as young women on 
social media, build online relationships and 
then get the victims to “invest” money with 
them. The scam targeted men over the age 
of 40 whose profiles often suggested they 
were medical professionals and liked golf, 
and ChatGPT was used to create compelling 
characters, backstories, personalities and 
post histories for the fake accounts. Some 
targets spotted the scam, but OpenAI 
suggests that others may have lost 
thousands of dollars. 

Publicly available AI models that are 
widely used have proven to be invaluable 
resources to scammers. What are AI 
companies doing about it? 

OpenAI, for example, said it banned the 
accounts used in the aforementioned pig 
butchering scam. Using AI for scams goes 
against its policies.  

A CHAT WITH AN AI BOT

Mainstream artificial 
intelligence tools generally 
won’t help someone who 
wants to commit a crime or 
do something unethical or 
dangerous. 

This chat shows a chat 
exchange we experienced. 
Our question is on the top. Its 
response is on the bottom.
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AI companies are also trying to make their 
products less useful to scammers. If you ask 
ChatGPT directly to generate material for a 
scam, it refuses. And yet, Reuters teamed up 
with one of the previously mentioned 
Harvard researchers to successfully use AI 
to create scam emails. ChatGPT was one of 
the AI models Reuters says it used, along 
with xAI’s Grok, Meta’s Meta AI, 
Anthropic’s Claude, Google’s Gemini and 
DeepSeek, a Chinese AI assistant. 

It’s very easy to get around AIs’ filtering 
systems. Reporters told the AI models “that 
the messages were needed by a researcher 
studying phishing, or a novelist writing 
about a scam operation,” and the programs 
did exactly as they were asked. They even 
gave helpful answers to questions seeking 
advice on the best time of day to send the 
emails, considering that they were targeting 
seniors. 

The technology used here is still in the early 
stages of development. The Harvard 
researchers mentioned earlier expect that AI 
powering scams will only improve. Their 
warning is clear: “We are not yet well-
equipped to handle this problem.” 

Hacking 

Directly targeting individuals isn’t the only 
way that scammers can steal money and 
personal information. Scammers can also 
target companies and institutions that 
consumers rely on. Just like with deepfakes 
and text-based scams, AI is supporting 
scams that use hacking as a way to steal 
money and data. In some cases, the hackers 
using AI lack the competence to hack on 
their own and rely heavily on AI. In other 
cases, AI-assisted hacking can help 
experienced hackers move faster and with 
greater efficacy. The use of AI in this way is 
called vibe hacking – hackers tell AI to 
generate malicious code based on the “vibe” 
of what they want, rather than writing their 
own specialized code. 

In the summer of 2025, the AI company 
Anthropic realized that someone had used 
Claude, its generative AI, to automate 
attacks against “at least 17 distinct 
organizations … across government, 
healthcare, emergency services and religious 
institutions.” What’s notable about this case 
is that Claude was used to fully automate the 
process. The AI was able to deliver 

THE CHAT WITH THE AI 
BOT CONTINUES

Once we took the bot's 
suggestion and said we 
were working on a 
report, the AI bot 
provided information 
about how to try to pull 
off a scam.

After we promised in 
the top sentence to only 
use the text for 
educational purposes, 
an AI bot generated a 
sample text that could 
actually be used in a 
scam.
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“healthcare data, financial information, 
government credentials and other sensitive 
information, with direct ransom demands 
occasionally exceeding $500,000,” 
Anthropic wrote. 

Claude was used to almost fully automate 
every part of the attacks: identifying 
vulnerable targets and their weaknesses, 
developing new kinds of malware for the 
attacks, providing real-time tech support to 
the hacker during the attack, making highly 
customized ransom demands and more. 
With the help of Claude, one person was 
able to accomplish “in a short timeframe” 
what would usually require an entire team. 

Anthropic identified concerning 
implications of AI’s competence with fraud: 
AI’s ability to scale the process of analyzing 
large amounts of data makes the process of 
stealing identity and financial information 
much easier for scammers. In fact, 
generative AI intended for scams, fraud and 
vibe hacking has existed since at least 2023.  

In that year, Netenrich, a cybersecurity 
company, discovered FraudGPT and Daniel 
Kelley, a cybersecurity researcher at the AI-
based security firm Varonis, discovered 
WormGPT on the dark web. 

These explicitly scam-focused AI models 
pose a unique problem: How can their 
makers be held accountable for this harmful 
software? Anthropic banned the accounts 
associated with the hacker it found and 
developed new detection algorithms to 
identify similar activity in the future. AI 
companies sometimes share information 
about abuse of their services with other 
companies and law enforcement to help stop 
scammers. But when a service is designed to 
hurt people and is housed on the dark web, 
it’s much more difficult to hold the creators 
accountable. 

These specialized programs are the 
beginning of a troubling development that’s 
only picking up steam: specialized 
scamming software powered by AI. 

On FraudGPT's 
website, it 
advertises 
some of the 
capabilities of 
its AI tools.
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Actual websites that promote fraud

New developments in the world of AI and 
scams seem to come daily. Just a week 
before Reuters published its experiment 
where it sent fake scam emails to seniors, 
Daniel Kelley, the cybersecurity researcher 
who discovered FraudGPT, found another 
AI-powered service developed explicitly to 
meet the needs of scammers: SpamGPT. 

Despite the name, SpamGPT is not just an 
AI – it’s a full scam attack platform. The 
program has a layout similar to many 
professional email marketing services and 
offers “all the conveniences a Fortune 500 
marketer might expect, but adapted for 
cybercrime,” Kelley wrote. The goal of the 
platform, according to its creators, is to be a 
one-stop-shop for scam email services. 

But the real selling point of the platform is 
the onboard AI assistant, KaliGPT. KaliGPT 
can help write compelling phishing emails 
and optimize a campaign’s messaging, 
Kelley wrote. The platform also provides 
coding tips to help scammers get around 
their targets’ defenses, such as spam email 
filters. SpamGPT is essentially a 
professional-grade email campaign 
management platform for scammers. 

What can be done about AI-powered scams 
remains an open question. SpamGPT is a 
new and seemingly powerful tool built on 
new and powerful tools. There has yet to be 
any comprehensive attempt to regulate AI in 
the United States, and companies and users 
are largely making their own way to figure
out how to adapt to new AI security threats. 

Part of the issue is that this technology is too
new for specialists and policymakers to have 
developed a shared understanding of its 
harms and benefits. More research is needed
before effective AI-specific regulations can
be seriously considered, but regulators  

should not hesitate to enforce existing 
consumer protections that could apply to 
those harmed by AI. 

While more information is needed before  
there's consensus on policy solutions, there
are some easy things anyone can do to keep
themselves and those around them safe: 

1. Be aware that publicly posting
images, videos and audio of yourself
and others carries the risk of feeding
deepfakes. There’s nothing wrong
with posting publicly if you’re aware
of the risks, but be mindful of any
images or audio of other people in
your post. Your post also puts them
at risk, but they might not know it.

2. Agree on a safe word with your
loved ones – one word that serves as
a password – and keep it to
yourselves. That way, if you or they
ever get a call that could be a
deepfake, you can verify each
others’ identities.

3. If someone wants your personal
information, independently verify
what they’re saying. If you’re on the
phone, independently look up the
phone number of the organization
they claim to represent. Even if it
matches the caller ID, hang up and
call the number you found online.

4. If someone calls you claiming to be
someone you know but their voice
sounds off, tell them you call them
back in a moment. If their voice
sounds off, the call may be a
deepfake. Even if caller ID shows
their number, that could still be
spoofed. Calling someone back is the
best way to confirm that you’re
actually talking to them.
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7. Talk to the people you know about
the new risks posed by AI scams.
Especially in a time when our digital
lives are deeply interconnected, our
safety relies on the safety and
preparedness of those around us.

AI can be used to create deepfakes so real you may not know who you're talking to. 
PHOTO: freepik.com

5. Don’t use voice authentication. It’s
no longer secure now that voices can be
replicated.

6. Don't stay on the phone if something
feels off about a call. It only takes a   few
seconds of audio to mimic someone's
voice. If on the phone with someone you
don't trust, don't worry about being rude
of saying bye. Just hang up.
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I  NEW RULES FOR ROBOCALLS, ROBOTEXTS

Beyond cracking down on phone companies 
using the 2021 law, the FCC is taking other 
steps to protect consumers:  

Expanding call blocking rules 

The FCC in early 2025 adopted new rules to 
expand mandatory call blocking by phone 
companies. The new rules will require all 
voice service providers block numbers on a 
“reasonable do-not-originate” list, generally 
meaning phone numbers that don’t make 
outbound calls.  

For example, a scammer might use the IRS’ 
well known phone number 800-829-1040, to 
call someone. But the IRS doesn’t appear to 
make phone calls from that number, so it 
could reasonably go on a do-not-originate 
list to be blocked by phone companies. 

Previously, the blocking rule applied only to 
U.S.-based intermediate providers that
receive calls from foreign phone companies.
It takes effect Dec. 15, 2025.

Making it easier for consumers to revoke 
consent 

The FCC approved changes under the 
Telephone Consumer Protect Act “to make 
it simpler for consumers to revoke consent 
to unwanted robocalls and robotexts while 
requiring that callers and texters honor these 
requests in a timely manner.” The new rules 
took effect April 11, 2025. One provision 
doesn’t take effect until April 11, 2026. 

Primarily, the rules say consumers can 
revoke consent to calls and texts “in any 
reasonable manner,” — including by calling, 
going online, or texting or using words such  

“Robotexts pose a unique 
threat to consumers.  
Unlike robocalls, scam text 
messages are hard to ignore or 
hang-up on and are nearly 
always read by the recipient – 
often immediately.” 

– Federal Communications
Commission 

as stop, quit, end, revoke, opt out, cancel or 
unsubscribe. Further, callers must comply 
with Do Not Call and revocation requests 
within 10 days. Generally, texters can send 
one text message within five minutes of a 
request to confirm the request. 

Proposing new rules for AI-generated 
calls 

In September 2024, the FCC proposed new 
rules focused on robocalls generated by 
Artificial Intelligence. The rule would aim 
to better protect consumers by better 
defining AI-generated calls, mandating that 
callers disclose the use of AI and supporting 
technology to alert consumers to AI 
robocalls.  

The tension: protecting positive uses of AI 
that help phone customers with disabilities. 
The FCC said “bad actors are already using 
AI technology in robocalls to mislead 
consumers and misinform the public.” 
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Banning unregistered phone companies 

In May 2024, the FCC started squeezing 
phone companies even more. Companies are 
already prohibited from allowing calls on 
their lines from voice providers or U.S.-
based gateway providers that aren’t in the 
Robocall Mitigation Database.  

Now, they’re prohibited from allowing 
traffic from any provider not listed in the 
database. This is aimed at foreign-based 
providers. It’s not clear how many 
companies that may box out. It’s reasonable, 
though, to assume that many companies that 
are violating the law because they haven’t 
even bothered to register with the FCC 
database may also be transmitting scam 
calls. 

Allowing FCC to “red flag” numbers 

In December 2023, the FCC approved new 
rules allowing the regulator to “red flag” 
numbers that cellphone companies would be 
required to block texts from those numbers. 

Clarifying that the Do-Not-Call list 
applies to texts 

In December 2023, the FCC codified that 
after someone puts their phone number on 
the Do Not Call Registry, that means it’s 
also illegal for marketing texts to be sent to 
that number without expressed permission.  

Blocking some scam robotexts 

The FCC adopted its first rules about scam 
robotexts in March 2023. But these rules are 
just scratching the surface. They require 
phone companies to block texts that seem to 
be coming from phone numbers that are 
“unlikely to transmit text messages.” These 
include numbers that aren’t valid or aren’t 
allocated to anyone. Blocking is also 

required for numbers that are never used to 
send texts, according to those who actually 
control the number.  

For example, we know we can use 800-829-
1040 to call the Internal Revenue Service. 
It’s conceivable bad actors could use another 
IRS number to trick someone into thinking a 
text is coming from the IRS, when the IRS 
may actually never use that phone number to 
send texts.  

The same principle applies to texts that seem 
to come from major banks or retailers or 
shipping operations. If those numbers aren’t 
used to send legitimate texts, phone 
companies would be required to block the 
texts. 

Requiring contact point at cellphone 
companies 

All cellphone companies must have a person 
or office that can be contacted by text 
senders when they have questions about 
blocked texts. This was part of the March 
2023 rules. 

Considering more robotext rules 

The March 2023 announcement also said the 
FCC wants input on additional “regulatory 
actions” it can consider to protect consumers 
from fraudulent robotexts.  

“Robotexts pose a unique threat to 
consumers,” the FCC said.  

“Unlike robocalls, scam text messages are 
hard to ignore or hang-up on and are nearly 
always read by the recipient – often 
immediately.” In contrast, many of us 
routinely don’t answer phone calls from 
numbers we don’t recognize or aren’t 
expecting. 
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Requiring marketers to get expressed 
consent 

In December 2023, the FCC announced a 
crack down on what it called the “lead 
generator loophole.” This allows a company 
you gave permission to contact you to share 
your information with all of their friends 
and marketing partners that didn’t have your 
permission. 

The new rules spelled out that it would 
absolutely be illegal for comparison 
shopping websites and sales lead generators 
to contact consumers through robocalls or 
robotexts unless they have the consumer’s 
expressed consent for each marketer or 
seller. No more getting marketing robocalls 
and robotexts based on a single consent 
given to one company that was then shared 
with the marketer’s friends or partners.  

But the day before the rule was to take effect 
on Jan. 25, 2025, it was blocked by a U.S. 
Circuit Court of Appeals. 

Urging cellphone companies to make 
some texts opt-in 

In December 2023, the FCC urged 
cellphone companies to prohibit email-to-
text messages to customers unless they’ve 
specifically opted in. Scam and other illegal 
robotexts can be sent more easily from 
email addresses, using the email version of a 
cellphone number. These texts are “a major 
source of unwanted and illegal text 
messages,” the FCC said.  
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I  SIM SWAP SCAMS CAN BE DEVASTATING

Imagine scrolling on your phone one day, 
waiting on a text or call from someone, 
when suddenly your network stops working. 
You can’t get any new calls or texts or use 
any mobile data. Then, you receive a strange 
message from your network provider: “Your 
SIM card has been activated on a new 
device.” You have just become a victim of a 
SIM swapping scam.  

What is a SIM swapping scam? 
SIM swapping is a scam that targets 
physical SIM cards or eSIM cards, wherein 
a scammer will call a network provider 
impersonating a customer in an attempt to 
switch the victim’s phone number to a SIM 
card they control. A con artist may be able 
to use personal information from a data 
breach or that you provide on social media 
to execute the scam. 

It can also be taken a step further and 
become a port-out scam, which would 
transfer the victim’s phone number to a 
different carrier altogether, allowing the 
scammer to gain full control over the phone 
line.  

Why is it dangerous? 
In 2024, the FBI reported that victims lost 
almost $26 million to SIM swapping scams, 
not including lost wages or business or costs 
to resolve problems. 

Although it seems to be a relatively rare 
type of scam, with only 982 reports to the 
FBI last year, it is an incredibly damaging 
one. SIM swapping scam victims lost more 
than $26,400 on average last year. 

The main reason that this type of scam is so 
harmful: The implications of SIM swapping 
scams on multi-factor authentication. 

Multi-factor authentication (MFA) 
SIM swapping and port-out scams are 
particularly dangerous in the age of multi-
factor authentication, which is the practice 
of “requiring two or more credentials to log 
in,” the Federal Trade Commission (FTC) 
says. MFA usually consists of a password in 
addition to something you have (a code sent 
by text, authentication app or push 
notification) or something you are (using a 
fingerprint, retina or face scan).  

While MFA has greatly assisted in 
protecting our accounts from being hacked 
through password guessers or other means, 
its widespread implementation has forced 
scammers to resort to SIM swapping and 
port-out scams to access victims’ accounts. 

Since these scams give bad guys access to 
the phone number associated with multi-
factor authentication, they can reset 
passwords, successfully pass the two-factor 
authentication and gain access to a victim’s 
financial, healthcare and social media 
accounts. 

Then, they can drain money from accounts 
and obtain sensitive information to sell or 
use for blackmail.  

eSIM vs SIM cards 
There are two types of SIM cards available 
on the market: physical SIM cards and 
eSIM cards. An eSIM is an embedded SIM 
card hardwired into a phone instead of being 
a removable physical card.  

They were created to minimize the space in 
the phone taken up by physical SIM cards, 
but they also happen to be much less 
vulnerable to SIM swapping and port-out 
scam attacks.  
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First, since physical SIM cards are 
removable without unlocking the phone, 
they can be more easily stolen. Second, 
eSIMs tend to have additional security steps 
before allowing access such as account 
verification or QR codes. Overall, the 
security benefits and convenience make 
eSIM cards a much better option. 

eSIMs generally come with phones, but 
someone may buy one for convenience 
during international travel, allowing them 
to have a brief local data plan. If you are 
going to purchase an eSIM, make sure to go 
to a reputable source. 

How can I protect myself? 

Guard sensitive information that could be 
used to verify your identity and keep it off 
social media. Unlike other online scams, 
SIM swapping and port-out scams require a 
good deal of information on the targeted 
individual to be successful. 

The scammer must be able to impersonate 
the victim to the phone company and pass 
all of the security steps and questions. Any 
information such as your mother’s maiden 
name, your date of birth, the make and 

model of your car, your phone number or
your pet’s name could give scammers the 
ability to successfully execute the SIM 
swap, the FCC says.  

Set up a PIN or password on your phone 
account. Contact your carrier or visit its 
website to set up an account password or 
PIN, so no one can call and impersonate you 
using information they have from a data 
breach, social media scraping, etc.  

Consider using other authentication 
methods on sensitive accounts when 
possible. Because text message verification 
will not stop identity theft by SIM swapping 
or port-out, consider using an authentication 
app or security key instead. 

You would have to download an 
authentication app, but most, such as Google 
Authentication, Microsoft Authentication 
and Duo, have free options. If you wanted to 
use a security key instead, the price 
generally starts at about $20. For more 
information about authentication apps and 
security keys, you can visit the FTC's two-
factor authentication guide. You could also 
use fingerprint, retina or face recognition 
scanning as an additional security measure.  

Via pexels.com

PAGE 34

https://cybernews.com/best-esim-providers/are-esims-safe/
https://esimdb.com/
https://www.fcc.gov/consumers/scam-alert/port-out-fraud-targets-your-private-accounts
https://www.fcc.gov/consumers/scam-alert/port-out-fraud-targets-your-private-accounts
https://consumer.ftc.gov/articles/use-two-factor-authentication-protect-your-accounts#app


Regulatory intervention 
While it is important for consumers to take 
action to protect themselves from SIM 
swapping, it is also important for mobile 
device carriers to implement stronger 
authentication methods and protocols to 
protect their customers from SIM swapping 
and port-out scams.  

A 2020 study from Princeton University 
found that five major carriers, AT&T, T-
Mobile, TracFone, US Mobile and Verizon, 
used “insecure authentication challenges” to 
SIM swapping attempts.  

The researchers found that, in every 
successful attempt, the hacker only passed 
“at most one authentication scheme,” 
demonstrating that even if a hacker only 
had access to a limited amount of 
information about the victim, it still could 
be enough to proceed with the scam.  

This study laid the groundwork for further 
examinations of usefulness and drawbacks 
of multi-factor authentication.  

Citing in part this landmark 2020 Princeton 
study, the Federal Communications 
Commission (FCC) introduced a new rule in 
November 2023 that required phone carriers 
to implement stronger authentication and 
notification protocols to reduce the threat of 
SIM swapping and port-out scams.  

This order had a compliance date of July 8, 
2024. Unfortunately, just days before, the 
FCC delayed the compliance deadline. It’s 
not clear when this might take effect. For 
this reason, U.S. PIRG Education Fund 
urges the FCC to set a date for enforcement 
of this rule to increase consumer protection 
from SIM swapping and port-out fraud. 
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I WHAT ELSE CAN BE DONE?

It’s clear that combatting scam and spam 
robocalls wasn’t as easy as some may have 
thought. Many bad actors don’t follow new 
rules or laws. Phone companies are 
incentivized to generate calls that get 
answered, no matter the content of those 
calls. Most phone companies don’t do nearly 
as much as they could to protect consumers. 
And the bad guys often seem to be a step 
ahead. 

We’re seeing some new approaches and 
hearing some new ideas. 

Call screening: 
One recent development that will be 
interesting to watch: Apple last month 
introduced a call screening option for iPhone 
owners with the iOS 26 update. This allows 
consumers to require calls that aren’t from 
saved contacts to state their name or purpose 
before the call will ring through. Otherwise, 
the caller can leave a voicemail message. 

This would seem to ease some consumers’ 
minds of missing important calls, such as 
those from doctors or possible business 
leads. This operates similarly to the call 
screening option that has existed on some 
Android phones in 2018. 

What if all carriers offered this service, and 
it wouldn’t depend on whether you had a 
newer phone or newer software. 

Hit robocallers in their wallets: 
As it stands, carriers can set up a 
network, and then “get tons of numbers, 
have their customers make illegal calls and 
then go away and rinse and repeat,” said 
Alex Quilici, founder and CEO of the 
robocall blocking company YouMail. 

We need to “change the economics of 
robocalling. It can’t continue to be free,” he 
said. What if establishing a call network 
required a pre-paid fee that was refunded 
“only if there weren’t complaints (or) 
evidence of bad behavior? 

We need to “go down a path where it’s 
fundamentally unprofitable to spew large 
volumes of calls on the network,” he said. 

 Here are some specifics of Quilici's ideas: 
1. Mandate that customers pay a 5 cent
deposit per outbound call. They’d get that
deposit back at the end of some period of
time if they have below a specific number of
complaints or satisfy some other metric, such
as how many calls are answered, the average
time of call, etc. If the deposit isn’t refunded,
it goes to the government as a tax perhaps,
not to the carriers as profit.

2. Establish a government tax on phone
numbers. Maybe $1 per month per number
during the first year, and a caller would have
to hold onto the number and pay for it for a
year.

“So asking for 100,000 numbers would cost 
$1.2 million over a year,” Quilici said. “This 
forces the bad guys to use fewer numbers, 
not rotate them, making them easier to 
block. He added that some logistics would 
need to be figured out so consumers aren’t 
hit with charges. “But there’s likely a path 
here.” 

Phone companies adopting practices that 
aren’t required (yet): 
The FCC in recent years has allowed phone 
companies to do more, but it hasn’t required 
certain policies.  
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For example, phone companies can: 
● Block known scam calls and spoofed

numbers by default.
● Warn on a person’s screen that an

incoming call may be spam or a
scam. Allow customers to opt in and
filter or block illegal robocalls
through a single source in one step.

Not all companies offer these, however. 

Giving consumers more control: 
The FCC also has allowed phone 
companies to give consumers more control 
over what calls they get by: 

● Allowing customers to block/filter
all calls with no Caller ID. (Often
called "anonymous call rejection.")

● Offering a white list so customers
can filter calls except those in their
contacts. (Often called “selective call
acceptance.”)

● Allowing customers to block email-
to-text messages. (Currently
encouraged by the FCC; may be
required soon.)

Again, not all companies offer these. It 
would be nice if more did. 

Force robocallers to leave messages: 
If a marketing caller places hundreds or 
thousands of calls and never leaves 
messages, that’s a bad sign. What if 
robocallers were forced to leave messages or 
else they’re cut off, Quilici mused.  

Remember, callers pay for calls that are 
answered. Right now, robocallers can make 
endless calls, hope someone answers, hang 
up after three rings and not worry about 
paying anything or any consequences if the 
calls aren’t answered.  

If they were required to leave a voicemail, 
“this provides evidence of what’s going on 
with the number(s), and immediately adds a 

real cost to every call, and it allows any 
carrier to cut off customers who don’t.  

Eliminate anonymous prepaid calling 
cards: 
They allow calls not connected to any 
account and “are a huge problem these 
days,” Quilici said. 

Plug the holes: 
A huge chunk of robocalls – maybe even a 
majority, according to the FTC – come from 
outside of the country. 

Back in 2021, the year the robocalls law 
took effect, 65% of phone service providers 
that allowed illegal robocalls were either 
based in foreign countries or were gateway 
providers that carried calls from overseas, 
according to the Industry Traceback Group, 
the main industry group that traces robocalls 
to their origin. It’s not clear whether that 
has changed; we do know that the volume 
of spam robocalls has increased 
dramatically since late 2023. 

Senators Ted Budd and Peter Welch want to 
find more comprehensive solutions to the 
illegal foreign robocall problem. In August, 
the two senators introduced the bipartisan 
Foreign Robocall Elimination Act. 

The act would create a taskforce to research 
the issue (for example, which countries 
originate the most calls?) and identify 
solutions (such as, what are the best ways to 
coordinate with foreign law enforcement to 
fight scammers overseas?). The taskforce 
would include relevant government 
agencies (such as the FCC), representatives 
of the private sector (such as 
telecommunications companies) and 
representatives of organizations experienced 
in dealing with consumer issues. 

The act has also been praised by consumer 
advocates and industry leaders.  
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Bill Sweeney, senior vice president for 
government affairs at the AARP, said, the 
“AARP … is pleased to endorse the Foreign 
Robocall Elimination Act … These calls not 
only exploit individuals but also erode trust 
in telecommunications systems and public 
institutions.” 

Josh Bercu, senior vice president at 
USTelecom and executive director of The 
Industry Traceback Group, said the act 
empowers “industry and law enforcement to 
use what works to crack down on the bad  

actors overseas preying on Americans.”  
If the bill would pass, the taskforce would 
have up to a year to write a report on its 
findings.  

Change the system: 
Regulators could get to an all internet 
protocol network so that it’s easy to see 
where calls are actually coming from, 
Quilici said. Or regulators could force non-
internet protocol originating providers to 
jump through other hoops before their calls 
could go through. 
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I  WHAT’S LEGAL AND WHAT’S NOT 

Not all unwanted robocalls and robotexts are 
illegal, but most are. Unfortunately, there 
aren’t as many laws aimed at texts as calls. 

Two types of calls are always illegal: 
• Telemarketing calls, even from a live
person, if you’re on the Do Not Call list.
• Calls aimed at deceiving or defrauding
you.

Phone calls to your home phone are 
generally illegal if they’re: 
• Telemarketing calls -- whether pre-
recorded or artificial voice -- without
advanced written consent.

Phone calls to your cellphone are 
generally illegal if they’re: 
• Telemarketing calls -- whether pre-
recorded, autodialed or artificial voice
--without advanced written consent.
• Non-telemarketing pre-recorded or
autodialed calls without your verbal or
written consent.

Robotexts to your cellphone are generally 
illegal if they’re: 
• Autodialed commercial texts without
advanced written consent.
• Autodialed non-commercial texts without
advanced verbal consent.

Note: You always retain the right to revoke 

consent that you gave to a company or 

organization at any time, whether it involves 

calls or texts.

One of the big asterisks is political 
robocalls and robotexts. Here’s what to 
know about autodialed calls and texts: 

● Political robocalls to cellphones
require consent in advance.

● Political robotexts require consent in
advance.

● Political texts sent manually, not
relying on an autodialer, can be sent
without consent in advance.

● Political calls with pre-recorded
messages require consent in advance.

● Political robocalls to home landlines
are permitted without advanced
consent, but can’t exceed three calls
in a 30-day period.

● If political calls have been
authorized but contain artificial or
pre-recorded messages, the phone
number of the caller must be stated,
the person or entity making the call
must be clearly identified at the
beginning and the business name of
any identity must be stated at the
beginning.

● Even if consent has been granted, it
can be revoked instantly, by asking
someone not to call again or by
replying “STOP” to a text.

● Political calls and texts are exempt
from compliance with the national
Do Not Call list. But they must
follow the other rules.
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How to avoid robocalls, robotexts and scams

FIRST THINGS FIRST
Unexpected means trouble. 
Unexpected calls, texts or emails are a red flag.

Two easy ways to protect yourself from scams: 

1. Never give personal information to anyone who contacts
you unexpectedly, no matter who they say they are. Not
your name, your ZIP code, your shoe size … Nothing.

If you think a call, text or email could be legit, call the 
bank or the relative or the company or government office,
using contact information you look up independently and
know is correct. Call the number on the back of your bank 
card, or the number on your internet provider’s statement,
for example. Log into your credit card or
Amazon account. Said another way: Assume
every unexpected call, text or email has bad
intentions. (The text to the right is fake.)

2. Never pay for something you weren’t
expecting to pay for with gift card numbers
or money through Zelle, Venmo, CashApp or
another instant option.

In general, you shouldn’t send money through
Zelle, Venmo, etc. to anyone who isn’t a close
relative or friend. Don’t be fooled by an urgent
request to supposedly pay back taxes or bail
your grandchild out of jail or avoid a utility 
shutoff or claim your sweepstakes prize.

Real companies and government offices
don’t ask for gift cards or person-to-person
payments. Remember this: Gift cards are for
gifts, not debts.

WARNING WORDS

If a caller says any of these things, hang up. 
Call a friend or your bank if tempted to act.
• “This is urgent.”
• “Don’t tell anyone.”
• “Your account has been hacked.”
• “Don’t hang up.”
• “You must go withdraw cash now.”
• “You need to go buy gift cards.”
• “You have unpaid taxes.”
• “We will have you arrested.”
• “Your computer has a virus.”
• “Pornography was found on your
• computer.”
• “Go put cash into an ATM.” (It’s

likely converting your cash to crypto
currency, which you cannot recover.)

SEEN A TEXT LIKE THIS?
Texts about supposed delivery 

problems are common in recent years.
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TOLD TO ACT IMMEDIATELY? THAT’S A RED FLAG

• Asked to provide a code sent to you by
someone trying to confirm your identity.

• Accused of a crime.
• Asked to open another bank account.
• Threatened that something bad will

happen if you don’t comply.

• Told you won a contest you don’t
remember entering.

• Asked to pay money in any way besides
a credit card.

• Told a loved one is in danger.
• Told you missed jury duty.
• Told you have a deadline to act.

Legitimate companies and government offices will never threaten you and tell you to act that 
exact minute. Hang up if you are:

OTHER TIPS
1. If a call or text urges you to provide information, pay money or buy gift cards immediately, take a 

breath. Call a trusted relative or friend to help you sort out what’s going on. Sometimes just saying it 
out loud helps someone recalibrate.

2. Vow to do more to protect your friends and relatives, especially the most vulnerable. We should 
strike up conversations with loved ones about scams that are out there and make sure they know 
they can talk to us if there’s ever a question about a call or text message they received.

3. We should never belittle people who fall for scams. We need to eliminate the stigma so people feel 
free to reach out for help.

4. Don’t trust your caller ID. A call appearing to be from a neighbor or a government agency could 
be coming from a con-artist halfway around the world who has spoofed the number. In the past, 
you presumably would recognize someone impersonating a loved one or co-worker. That’s not 
even a sure thing these days with artificial intelligence technology that can clone our voices easily.

5. Be careful when looking up phone numbers. Bad guys create lots of
fraudulent customer service numbers to trick us. Yes, scams happen this
way.

Open the camera on your phone and scan the QR code on the right to see 
our guide for avoiding imposter phone numbers, emails and more.

6. Don’t be fooled if a caller knows your name, address, family members’
names or even your Social Security number. All of this and more has been
exposed in the parade of data breaches, including the massive breach involving National Public 
Data in 2024 and the whopper involving the credit bureau Equifax in 2017.
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7. Use multiple robocall filters. Each one offers an opportunity to catch something that slips through
the previous filter. You can route calls that are flagged straight to your voicemail. Start by asking
your phone company what robocall filters it offers at no charge.

On your home phone/landline, you can get a free call filtering service. Nomorobo and YouMail are
ones to consider.
On your cellphone, the FTC recommends checking with the CTIA, the wireless industry’s trade
association. Here are options to find reputable robocall filtering software for cell phones. Some are
free; some cost money:

• For Apple (iOS):
https://www.ctia.org/consumer-resources/how-to-stop-robocalls/ios-robocallblocking/

• For Androids:
https://www.ctia.org/consumer-resources/how-to-stop-robocalls/androIdrobocalls-blocking

8. On your outbound voicemail message, don’t provide your full name. There’s no sense giving
potential scammers information they may not already have.

9. If you answer an unwanted call, never press a button to be removed from the call list. It doesn’t
work; it just lets the caller know there’s a live person at this phone number. Just hang up.

10.	If you don’t want to receive sales calls, register your phone number with the federal Do Not Call
Registry. Legitimate businesses will honor your request because it’s the law. Registering with the
Do Not Call Registry also gives you more legal rights to file complaints.

11. Report illegal or unwanted robocalls and texts:
• Contact the Federal Trade Commission at 1-877-382-4357

(1-877-FTC-HELP) or file a complaint online at ftc.gov/complaint
• Contact the FCC at consumercomplaints.fcc.gov or at 888-CALL-FCC.
• Report Do Not Call List violations to the FTC. Note the number on your

Caller ID and any number left on the message that you’re supposed to call.
• Contact your state attorney general. The contact information for the

attorneys general in every state is available at the QR code on the right.

12. If you get more than a few unwanted robocalls a week, complain to your phone company and ask�
what it can do to help protect you. Companies are allowed to block spoofed and known scam calls,�
provide on-screen warnings, allow customers to send calls with blocked caller ID to voicemail, etc.

13. Guard against AI imposter voices by establishing a secret word with your loved ones. Maybe it’s
“dinosaur.” Or “seashell.” This allows you to verify each other's identities if there's a deepfake call.

14. Consumers whose landline providers don’t do a good enough job of filtering robocalls may�
consider buying a phone that requires the caller to announce their name or else the call won’t ring.�
They’re available for about $50. This is a particularly good idea for older folks who like to answer�
all calls and may be more trusting. Here are two to consider:

• AT&T cordless phone with caller ID announcing, call-blocking.
• Panasonic cordless phone with robocall blocking (blocks calls from computers).
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WARNING SIGNS FOR ROBOTEXTS
1. If you get a text message from an entity that you never agreed to get texts from, the message is

almost surely an attempt to defraud you. Entities that send robotexts are required to get upfront
consent before sending any messages.

2. If you get a text you weren’t expecting or from a company you’ve never exchanged texts with
before, watch out. We should never belittle people who fall for scams. We need to eliminate the
stigma so people feel free to reach out for help.

3. If a text is urging you to act immediately, don’t do it. Scammers trick us by causing us to think we
have to do something right now — pay a debt, buy gift cards, stop fraud — or else bad things will
happen. Scammers hope people won’t take a moment to think through the request.

4. If a text contains awkward language or spelling or grammatical errors, it’s likely not coming from
the entity it claims to be from: a bank, a government office, FedEx, Amazon, etc.

5. If the text appears to be from an email address instead of a phone number or five- or six-digit
sender, it’s more likely to be a scam.

6. If you get a suspicious text and you’ve already opened it, send it to your carrier by forwarding it
to 7726 (SPAM). And report it to the FTC and your state attorney general. The contact information
for the attorneys general in every state is available at the QR code on page 3.

7. If you regularly get texts you want from your pharmacy or airline or your bank or your doctor,
add them as a named contact on your phone. That will help you spot imposters.

Peace-loving via Shutterstock
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I  RECOMMENDATIONS 

You’d think that – given that it’s been more than 15 years since the first federal law to attack 
spam robocalls – we’d have seen more progress by now. We still don’t know whether to trust
our caller ID and may worry we’ll miss an important call if we don’t answer.  

One in three U.S. adults say they get at least one scam call a day, and one in four U.S. adults 
have been tricked into providing personal information to a scam call, message or email.  

Here are some of the strategies that could help reduce robocalls and robotexts: 

● The FCC needs to crack down more on phone providers that flout the law. Congress 
passed a law that said companies must install robocall-fighting technology on the digital 
and internet parts of their networks. There’s a ton of non-compliance – more than half of 
companies have not implemented the robocall defense standards. The FCC could block 
offenders from being allowed to transmit calls, basically putting them out of business. 
Only in recent months has that happened with a significant number of violators. It’s a nice 
start, but more can and should be done.

● The public and government officials need more information about the entities that are 
making and allowing illegal robocalls. The industry’s Traceback Group (ITG) tracks 
thousands of tracebacks´ each year to discover where illegal calls originate and who along 
the way allowed the calls on their lines. The information is kept mostly private and 
released on a limited basis to regulators.
A few years ago, U.S. Sen. Ben Ray Luján and 11 other senators recommended that this 
information about who is allowing illegal robocalls should be released publicly to help 
consumers, victims and law enforcement hold offenders accountable. The FCC needs to 
make this happen. Bi-partisan legislation introduced in December 2021 by Sens. John 
Thune and Edward Markey and in the House in 2022 would protect the ITG and phone 
companies from liability if they share information about illegal calls. This bill or 
something like it needs to be adopted soon.

● Most phone companies need to do more to protect their customers. Companies are allowed 
to block suspected scam or spoof calls from ever reaching consumers, as long as they give 
their customers a chance to opt back in. Companies are also allowed to label calls as 
possible scams or spam. They're allowed to take numerous steps to protect consumers. 
Too few companies do these things for their customers. Our Who's Calling? report in 
February found that among 24 of the largest phone companies, when we analyzed the 
number of protection services they offer, half earned D's or F's. Again, these are services 
the FCC allows them to offer.
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● More companies also should give customers the power to block suspicious calls or calls 
without caller ID if they want. Many companies don’t offer this or, if they do, they don’t 
make their customers aware of it.

● The FCC approved new rules to stop so called “lead generators” from calling people on 
the Do Not Call Registry just because the individual gave consent to one of the company’s 
marketing partners. The day before this was to take effect in January 2025, the rule was 
blocked by a court. We do hope this effort is revived to address whatever the court’s 
concerns were.
Bottom line: Consent shouldn’t be able to be shared. The plan to stop lead generators and 
data brokers from abusing people’s phone numbers was supported by 28 attorneys general 
in a letter sent in 2023, and of course a number of consumer advocates. In some cases, 
telemarketers rely on consent submitted through a single webform.

● The FCC needs to pass more rules to combat robotexts and require phone companies to 
block obviously illegal text messages. The FCC took baby steps in 2023 and has more 
proposed rules on the table. The rules passed require mobile wireless carriers to block texts 
originating from invalid, unallocated, or unused numbers. Texts from these numbers are 
most likely to be illegal, the FCC says. The rules affect only 10-digit numbers and toll-free 
numbers, not “short code” messages (those five or six digit numbers often used for 
automated alerts and that generally cost money for a sender to set up.
Other rules proposed would affect short code numbers, texts to numbers on the Do Not 
Call Registry and texts from marketers who didn’t get permission directly, but tried to 
piggyback on consent given to a partner. Our phone numbers could actually be getting 
provided by lead generators and data brokers, the FCC says.

● But all of the laws in the world don’t guarantee illegal practices will stop. People who like 
to defraud people, which is obviously illegal, often don’t care about breaking other laws. 
So we all need to remain vigilant and do whatever we can to help educate our friends and 
loved ones about the dangers of illegal robocalls and robotexts.
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I  METHODOLOGY 

We downloaded the FCC’s Robocall Mitigation Database at 8:00 pm ET on Sept 28, 
2025. This database contains information about phone companies (voice service 
providers) including their level of compliance with the anti-robocall law, what type of 
provider the company is and the date of the last update.  

The database contained 9,242 listings, down from 9,290 in 2024 and up from 8,336 in 
2023. The FCC hasn’t disclosed the number of companies that may not have registered 
with the database. 

The Federal Communications Commission (FCC) said that June 30, 2023, was the last 
major deadline for companies to comply by registering with their plan to fight robocalls 
with the FCC. 

We filtered compliance as of Sept. 28, 2025, into the four categories provided: 
● Completed: 4,084
● Partial: 1,696
● No: 2,909
● N/A: 553

The FCC describes companies as voice service, gateway or intermediate. Companies 
can fall in more than one category. 

Voice service companies have live customers and are used to either make or receive 
calls. The lines carry voices. Of the 9,242 companies in the database, 7,767 are voice 
providers. 

Intermediate providers are not the first or last stop for calls. Rather they connect 
multiple networks to form one network and calls flow through their networks. There are 
1,516 intermediate providers. 

Gateway providers are a subset of intermediate providers. They are U.S.-based 
intermediate providers that receive calls from foreign companies and forward them to 
another U.S.-based provider. There are 389 gateway providers. 

The largest voice providers were required to comply with STIR/SHAKEN in 2021, 
including foreign companies that use U.S. phone numbers to send phone traffic into the 
United States. Intermediate providers, smaller providers and gateway providers were 
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phased in over the next two years. Certain companies have filed for extensions. 
Meanwhile, the FCC is evaluating how old-fashioned phone lines, which don’t operate 
on an internet-based system, can appropriately combat spam/scam robocalls. 

The numbers for 2021-2024 were taken from U.S. PIRG Education Fund's archive of 
our previous robocall reports. 

To decide which companies to highlight in the “Major Companies” section, we started 
with voice service providers listed by broadbandnow.com. We narrowed our list to those 
with a reach of at least 2 million. We would have preferred to have a list of the largest 
companies by size. But some sources rank companies by revenue, which wouldn’t be 
helpful, particularly for those companies whose revenue comes from other business 
lines besides voice service. As for listing companies by number of customers, many 
don’t release that information. 

We included a few other companies that aren’t necessarily large, but they’re significant. 
For example, Xn2Sat serves healthcare and public utility customers and, as a satellite 
operator, it can help make sure operations can continue even during outages or in 
remote locations. GeoLinks focuses on rural and underserved areas in California, 
Arizona and Nevada. Fusion Connect focuses on businesses, and also offers calling 
services for businesses that use Microsoft Teams or rely on Fusion’s service for things 
such as elevator, fire and security systems. 

The statistics about scam and telemarketing robocalls come from a U.S. PIRG 
Education Fund analysis of data from YouMail, a California-based private company that 
offers services to reduce unwanted calls to consumers. It was founded in 2007. 

The statistics about scam and spam robotexts come from Robokiller, a New Jersey-
based private company that started tracking spam calls in the United States in 2017. 
Both companies are regarded as leaders in the space in terms of quantifying unwanted 
calls and texts and working to help people block them. Each company is frequently cited 
as a trusted source for statistics by the Federal Communications Commission, the 
Federal Trade Commission and major media. 

YouMail continues to release robocall statistics every month. Robokiller was sold in 
2024. The new owner hasn’t updated robotext statistics since 2023. Other major 
researchers release only annual totals for robotexts after year-end.   

The listings for the largest/major voice providers and their compliance were obtained 
through multiple sources, including broadbandnow.com and the FCC. 
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I APPENDIX: GLOSSARY

Artificial intelligence: A program or other piece of software that performs 
tasks or produces output normally requiring human intelligence, often much 
more quickly than a human could. 

Attorney general: The chief law officer of a nation or state who represents 
the government in litigation and serves as its principal legal advisor. 

Autodialing: A system or feature of a system by which a device 
automatically dials a preprogrammed telephone number. 

Consortium: A group of individuals or organizations that band together to 
achieve a common goal or undertake a large project that would be too 
difficult for any single member to do alone. 

Cryptocurrency: A purely digital currency created using encryption 
algorithms. 

Deepfake: An image or recording that has been convincingly altered and 
manipulated to misrepresent someone as doing or saying something that 
was not actually done or said. 

eSIM card: An embedded SIM card hardwired into a phone. 

Gateway provider: A company that routes voice calls from foreign 
providers but isn’t the last stop for a call. So it’s not a company that a 
consumer or business chooses for service.  

Intermediate provider: A company that carries voice calls but it doesn’t 
originate or terminate the calls, so it’s not a company that a consumer or 
business chooses for service. It’s in the middle as it routes calls between 
other providers. Some intermediate providers route calls from foreign 
companies; these are “gateway providers.” 
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Multi-factor authentication: The practice of requiring two or more 
credentials to log in. 

Open enrollment period: In the healthcare industry, it’s a period during 
which one may freely enroll in or change one's selection of a health 
insurance plan. It’s a common topic of scam calls and texts. 

Phishing: A type of cybercrime where attackers impersonate a trusted 
entity, such as a company or individual, to trick victims into revealing 
sensitive information like passwords, credit card numbers or bank details. 

Port-out scam: A fraud where criminals steal your phone number by 
convincing your mobile carrier to transfer (port) your number to their own 
device, often using stolen personal information. 

POTS: Stands for Plain Old Telephone Service, which are traditional 
copper-wires landlines that allow calls using analog voice signals. Created 
in 1876, they started being replaced by newer technology in the late 
1980s. 

Robocall: A phone call generated by a computer or autodialer and delivers 
a message using a pre-recorded or artificially generated voice. About half 
of robocalls are illegal – mainly the ones that aim to scam people or 
telemarketing ones that violate a person’s request to not be called by that 
company or any company if their number is on the federal Do Not Call list. 
Unwanted calls are broadly referred to as spam calls. These include scam 
and telemarketing calls. 

Robocall Mitigation Database: A mandatory Federal Communications 
Commission registry in which phone companies certify their efforts to 
prevent illegal robocalls. Registration is required by any phone company 
whose lines are used for calls, even if they’re only middlemen. 

Robotext: A text message sent to a mobile phone using an autodialer. We 
choose to receive many robotexts, such as ones that our airline flight is 
delayed or our prescription is ready to be picked up.
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Security key: A secondary hardware device used for multi-factor 
authentication to enhance the security of online accounts and systems. 

SIM swapping scam: Basically a takeover of your cellphone number 
and account. A fraud where criminals trick a mobile carrier into 
transferring a victim's phone number to a SIM card they control, often 
using stolen personal information. 

SMS blaster: A malicious device that impersonates a cell tower to send 
fraudulent SMS messages to nearby phones. 

STIR/SHAKEN: A technology framework for authenticating caller ID to 
combat unwanted robocalls and spoofed numbers. It stands for Secure

Telephone Identity Revisited (STIR) and Signature-based Handling of 

Asserted Information Using toKENs (SHAKEN).

Telemarketing: The marketing of goods or services by means of phone 
calls, typically unsolicited ones, to potential customers. 

Voice-service provider: A phone company that either originates or

terminates voice calls. These companies directly serve consumers or 

businesses, and that we choose to use for service. 
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l APPENDIX: A QUICK HISTORY

2006 – Scam robocalls exploded when cell phone ownership hit 73%. 

2009 – The robocall as we know it became illegal on Sept. 1. 

2012-2013 - Private companies begin trying in earnest to develop software consumers 
can use to block unwanted robocalls. 

2016 – 30-plus communications and technology companies, including AT&T, Apple, 
Comcast, Google and Verizon, agreed to work with the FCC to try to squash robocalls. 

2017 – Federal regulators, lawmakers and industry giants gave phone companies more 
leeway to voluntarily block certain spoofed calls, such as those from invalid numbers.  

2018 – Phone companies could start allowing customers themselves to block suspected 
robocalls and block calls with no caller ID.  

2018 - States including California, Illinois, Maryland, Massachusetts, Ohio and Texas 
start passing their own laws to combat robocalls, especially ones with spoofed Caller ID. 

2019 – The FCC allowed phone companies to block some calls they believe are scam 
or spoof calls by default. 

2019 – 12 of the largest phone companies reached agreements with the attorneys 
general in all 50 states to adopt anti-robocall practices at no cost to customers.  

2019 – Congress passed the bi-partisan TRACED Act, aimed at requiring companies to 
install technology to fight scam and spam calls. It was introduced by Sen. John Thune 
with 84 bipartisan co-sponsors. 

2021 – Compliance deadlines start for companies to begin to use robocall defense 
standards on phone lines. The deadlines were phased in over two years. 

2021 - The Federal Trade Commission settles first case against VoIP provider, Globex 
Telecom, Inc., for allowing illegal robocalls that swindled consumers out of millions of 
dollars. 

2022 - For the first time, the Federal Communications Commission essentially put a 
company out of business in 2022. Global UC Inc. was accused of “failing to meet the 
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FCC’s requirements for protecting consumers against scam robocalls and malicious 
caller ID spoofing,” the FCC said.  

2023 - The FCC starts firing off warnings to numerous other companies and says its 
accomplishments include:  

● Blocking robocall scam crime rings, leading to a 99% decline in auto warranty
scam robocalls, an 88% drop in one month in student loan scam robocalls and
stopping predatory mortgage robocalls.

● Working with the phone industry to trace illegal robocalls to find out which
companies allowed them.

● Forming robocall investigation partnerships with 49 states and the District of
Columbia. Only Nebraska didn’t sign on. This helps the FCC’s enforcement
bureau and states work together to examine complaints, investigate crime rings
involving robocalls and spoofed calls, and build cases against suspected
criminals.

● Fining companies record amounts for illegal robocalls and spoofed calls.
● Closing gateways that international robocallers use to funnel robocalls into the

United States.

2023 - As of Dec. 31, the final category of phone companies must comply with the 
federal law. Now, only lower-tech phone companies – such as those with copper lines – 
and a small number of others granted extensions are allowed to operate without doing 
more to thwart scam calls using the required technology.  

2024 - The FCC took actions against 14 other phone companies, including cutting off 
their call traffic on other companies’ lines, in February and March 2024. 

2024 - In December, the FCC announced new enforcement and other actions to crack 
down on companies that are continuing to allow illegal and unwanted robocalls to travel 
on their networks. The FCC said 2,411 voice service providers “failed to properly file in 
the Robocall Mitigation Database and must show cause why they should not be 
removed.” When a company is removed from the RMD, all other phone companies are 
prohibited from allowing call traffic from the banned providers. 

2025 - In August, the FCC essentially shut down 1,388 of those 2,411 phone companies 
it said weren’t complying with the law. (185 in early August and 1,203 in late August.) 

2025 - Four years after the federal law took effect, spam calls have increased by more 
than 400 million a month compared with 2024, and the amount people lose to scam
calls has also increased. 
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